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Memorandum 

To: Rennae Meno 
Clerk of the Legislature 

From: Senator Thomas C. Ada~ 
Acting Chairperson of the Committee on Rules 

Subject: Fiscal Notes 

ffafa Adai! 

Attached please find the fiscal notes for the bill numbers listed below. 
Please note that the fiscal notes are issued on the bills as introduced. 

FISCAL NOTES: 
Bill No. 3l 9-32(LS) 

Bill No. 359-32(COR) 

Please forward the same to MIS for posting on our website. Please 
contact our office should you have any questions regarding this matter. 
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BUREAU OF BUDGET AND MANAGEMENT RESEARCH 
COMMENTS ON BILL NO. 319-32 fl..Sl 
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The proposed legislation is aimed at creating the "Compuler Spyware Protection Act". Infractions 
against the "Computer Spyware Protection Act" are outlined to include acts that violate an individual's privacy. 
increase any person's risk of identity theft, and/or cause serious degradation to personal and business computers 
that can result in monetary loss of productivity. 

The proposed legislation stipulates that the attorney general and any internet service provider, software 
company, or trademark owner whose products have been used in tbe conducting of the outlined violations of 
this act can file a civil action against the individual(s) who utilized such products. 

All violators, if found guilty of the provisions of this act. would need to pay lhe appropriate fines 
ranging from the amounts of al least $1,000 and not to exceed $1,000,000. The court has the authority to 
increase the assessed fine by no more than three times the amount to be recovered by the internet provider. 
software company, or trademark owner if the violator is determined to have committed the violation willfully 
and knowingly. 

This proposed legislation is administrative in nature, which the above stated fines would be 
implemented on the person(s) found guilty of violating the "Computer Spyware Protection Act". However, 
because the proposed act will allow civil suiL~ to be filed for violations regarding spyware/malware, there is a 
potential of revenue to be received by the Unified Judiciary. To file a civil suit, the Bureau predicts that the 
following fees be implemented: 

Complaint, Petition or Other First Paper in Civil or Special Proceedings ($300.00) 
- Issuance of Summons, Alias, Summons, Amended Summons ($14.00) 
- Abstract of Judgment ($20.00) 

Subpoena Fees (all categories) ($10.00) 
Lo;suing Writ of Execution, Attachment Sale, Possession ($40.00) 
Notice of Motion, Order to Show Cause, ExParte Motion, and any filing requiring a Court hearing 
subsequent to first filing the case ($20.00) 
Demand for Jury of Six ($200.00) 
Court Costs (at a minimum) ($80.00) 
(Marshals Fees) Judgment Debtor Examination ($40.00) 
(Marshals Fees) Motion ($30.00) 
(Marshals Fees) Notice ($40.00) 
(Marshals Fees) Summons ($40.00) 
(Marshals Fees) Certificate of Sale/Redemption ($30.00) 
(Marshals Fees) Subpoenas ($20.00) 
(Marshals Fees) Warrant of Arrest ($75.00) 
(Marshals Fees) Marshal Mileage Fee ($30.00) 
FBI Automated Finger Print Identification System ($47.00) 

The Bureau estimates that the amount of $1,036 will be received by the Unified Judiciary in the fonn of civil 
suit court fees. It should be noted that the above stated court fees may not be the only chargeable items in the 
entirety of a civil suit case in the Guam court system. 

If the proposed legislation were to become law, the "Computer Spyware Protection Act" would enable 
the filing of a civil suit against individuals who use spyware/rnalware to violate any individual's privacy. The 
Bureau estimates that one civil suit constitutes to approximately $1,03610 be received by the Unified Judiciary. 
at a minimum. 
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I MINA 'TRE1VTAI DOS NA LIHESLATURAN GU A.HAN 
THIRTY-SECOND GUAM LEGISLATURE 

155 Hesler Place, Hagatfia, Guam 96910 

July l, 2014 

The Honorable Edward J.B. Calvo 
I Maga'lahen Guahan 
Ufisinan I Maga'lahi 
Hagatiia, Guam 96910 

Dear Maga'lahi Calvo: 

Transmitted herewith are Bill and Substitute Bill Nos. 249-32 (COR), 
312-32 (LS), 316-32 (LS), 317-32 (LS), 318-32 (COR), 319-32 (LS), 340-32 
(COR) and 355-32 (COR), which were passed by I Mina'Trentai Dos Na 
Liheslaturan Guahan on July 1, 2014. 

Enclosures (8) 

Sincerely, 

~~~MUNA BARNES 
LegislativJSecretary 



I MINA 'TRENTAI DOS NA LIHESLATURAN GUAHAN 
2014 (SECOND) Regular Session 

CERTIFICATION OF PASSAGE OF AN ACT TO I MAGA 'LAHEN GUAHAN 

This is to certify that Bill No. 319-32 (LS), "AN ACT TO ADD A NEW 
ARTICLE 6 TO CHAPTER 46, TITLE 9, GUAM CODE ANNOTATED, 
RELATIVE TO CREATING THE "COMPUTER SPYWARE PROTECTION 
ACT," was on the 1st day of July, 2014, duly and regularly passed. 

Tina Ro~e Muiia Barnes 
Legislaffve Secretary 

Judith T. Won Pat, Ed.D. 
Speaker 

This Act was received by I Maga 'lahen Guahan this day of ~,-t.), , 
2014, at __ ,_. _o'clock_.M. 

APPROVED: 

EDWARD J.B. CAL VO 
I Maga'lahen Guahan 

Date:----------

Public Law No. -------
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I MINA'TRENTAI DOS NA LIHESLATURANGUAHAN 
2014 (SECOND) Regular Session 

Bill No. 319-32 (LS) 

Introduced by: Tommy Morrison 
T. C.Ada 
V. Anthony Ada 
FRANK B. AGUON, JR. 
B. J.F. Cruz 
Chris M. Duenas 
Michael T. Limtiaco 
Brant T. Mccreadie 
T. R. Mufia Barnes 
Vicente (ben) C. Pangelinan 
R. J. Respicio 
Dennis G. Rodriguez, Jr. 
Michael F. Q. San Nicolas 
Aline A. Yamashita, Ph.D. 
Judith T. Won Pat, Ed.D. 

AN ACT TO ADD A NEW ARTICLE 6 TO CHAPTER 46, 
TITLE 9, GUAM CODE ANNOTATED, RELATIVE TO 
CREATING THE "COMPUTER SPYWARE 
PROTECTION ACT." 

I BE IT ENACTED BY THE PEOPLE OF GUAM: 

2 Section 1. A new Article 6 is added to Chapter 46 of Title 9, Guam Code 

3 Annotated, to read: 

4 "ARTICLE 6 

5 COl\tlPUTER SPY\VARE PROTECTION ACT 

I 



I § 46.601. Title. This Act may be cited as the "Computer Spyware 

2 Protection Act." 

3 § 46.602. Legislative Findings and Intent. I Liheslaturan 

4 Guahan finds that spyware is a problem that adversely affects nearly every 

5 computer connected to the internet. Spyware is a catch-all term for computer 

6 programs that can track computer users' movements online. There are 

7 hundreds of programs that range from innocuous "ad-ware," which 

8 generates pop-up advertisements, to more dangerous programs that can 

9 record a user's keystrokes to gather personal information, such as credit card 

I 0 numbers and passwords, without their knowledge, and forward this 

11 information to another entity without the consumer's consent. Spyware is a 

12 serious problem that can create substantial privacy risks, increase the risk of 

13 identity theft, and cause serious degradation to personal and business 

14 computers that can cost millions of dollars in lost productivity. 

15 It is the intent of I Liheslatura to protect owners and operators of 

16 computers on Guam from the use of spyware and malware that is 

17 deceptively or surreptitiously installed on the owner's or the operator's 

18 computer. 

19 § 46.603. Definitions. 

20 (a) Cause to be copied means to distribute or transfer 

21 computer software, or any component thereof. Such term shall not 

22 include providing: 

23 (I) a transmission, routing, provision of intermediate 

24 temporary storage, or caching of software; 

25 (2) a storage or hosting medium, such as a compact 

26 disk, website, or computer server through which the software 

27 was distributed by a third party; or 

2 
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(3) an information location tool, such as a directory, 

index, reference, pointer, or hypertext link, through which the 

user of the computer located the software. 

(b) Computer software means a sequence of instructions 

written in any programming language that is executed on a computer. 

Computer software does not include a data component of a web page 

that is not executable independently of the web page. 

( c) Computer virus means a computer program or other set 

of instructions that is designed to degrade the performance of, or 

disable, a computer or computer network, and is designed to have the 

ability to replicate itself on other computers or computer networks 

without the authorization of the owners of those computers or 

computer networks. 

( d) Damage means any significant impairment to the 

integrity or availability of data, software, a system, or information. 

(e) Execute, when used with respect to computer software, 

means the performance of the functions or the carrying out of the 

instructions of the computer software. 

(f) Intentionally deceptive means any of the following: 

(I) an intentionally and materially false or fraudulent 

statement; 

(2) a statement or description that intentionally omits 

or misrepresents material information in order to deceive an 

owner or operator of a computer; or 

(3) an intentional and material failure to provide a 

notice to an owner or operator regarding the installation or 

3 
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execution of computer software for the purpose of deceiving the 

owner or operator. 

(g) Internet means the global information system that is 

logically linked together by a globally unique address space based on 

the internet protocol (IP), or its subsequent extensions, and that is able 

to support communications usmg the transmission control 

protocol/internet protocol (TCP/IP) suite, or its subsequent extensions, 

or other IP-compatible protocols, and that provides, uses, or makes 

accessible, either publicly or privately, high-level services layered on 

the communications and related infrastructure described in this 

Subsection. 

(h) Owner or operator means the owner or lessee of a 

computer, or a person using such computer with the owner or lessee's 

authorization, but does not include a person who owned a computer 

prior to the first retail sale of the computer. 

(i) Message means a graphical or text communication 

presented to an authorized user of a computer. 

G) Person means any individual, partnership, corporation, 

limited liability company, or other organization, or any combination 

thereof 

(k) Personally identifiable information means any of the 

following information if it allows the entity holding the information to 

identify the owner or operator of a computer: 

(I) the first name or first initial in combination with 

the last name; 

(2) a home or other physical address including street 

name; 

4 
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(3) a personal identification code in conjunction with a 

password required to access an identified account, other than a 

password, personal identification number or other identification 

number transmitted by an authorized user to the issuer of the 

account or its agent; 

(4) a social security number, tax identification 

7 number, driver's license number, passport number, or any other 

8 government-issued identification number; or 

9 (5) an account balance, overdraft history, or payment 

10 history that personally identifies an owner or operator of a 

11 computer. 

12 § 46.604. Prohibitions, Use of Software. 

13 It is unlawful for a person who is not an owner or operator of a 

14 computer to cause computer software to be copied on such computer 

15 knowingly or with conscious avoidance of actual knowledge or willfully, 

16 and to use such software to do any of the following: 

17 (a) modify, through intentionally deceptive means, settings 

18 of a computer that control any of the following: 

19 

20 

21 

22 

23 

24 

25 

26 

27 

( 1) the web page that appears when an owner or 

operator launches an internet browser or similar computer 

software used to access and navigate the internet; 

(2) the default provider or web proxy that an owner or 

operator uses to access or search the internet; or 

(3) an owner's or an operator's list of bookmarks used 

to access web pages; 

(b) collect, through intentionally deceptive means, personally 

identifiable information through any of the following means: 

5 
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( 1) the use of a keystroke-logging function that 

records all or substantially all keystrokes made by an owner or 

operator of a computer and transfers that information from the 

computer to another person; 

(2) in a manner that correlates personally identifiable 

information with data regarding all or substantially all of the 

websites visited by an owner or operator, other than websites 

operated by the person providing such software, if the computer 

software was installed in a manner designed to conceal from all 

authorized users of the computer the fact that the software is 

being installed; 

(3) by extracting from the hard drive of an owner's or 

an operator's computer, an owner's or an operator's social 

security number, tax identification number, driver's license 

number, passport number, any other government-issued 

identification number, account balances, or overdraft history for 

a purpose unrelated to any of the purposes of the software or 

service described to an authorized user; 

( c) prevent, through intentionally deceptive means, an 

owner's or an operator's reasonable efforts to block the installation of 

or execution of, or to disable, computer software by causing computer 

software that the owner or operator has properly removed or disabled 

to automatically reinstall or reactivate on the computer without the 

authorization of an authorized user; 

(d) intentionally misrepresent that computer software will be 

uninstalled or disabled by an owner's or an operator's action; 
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( e) through intentionally deceptive means, remove, disable, 

or render inoperative security, antispyware, or antivirus computer 

software installed on an owner's or an operator's computer; 

(t) enable use of an owner's or an operator's computer to do 

any of the following: 

( 1) accessing or using a modem or internet service for 

the purpose of causing damage to an owner's or an operator's 

computer, or causing an owner or operator, or a third party 

affected by such conduct to incur financial charges for a service 

that the owner or operator did not authorize; 

(2) opening multiple, sequential, stand-alone messages 

in an owner's or an operator's computer without the 

authorization of an owner or operator, and with knowledge that 

a reasonable computer user could not close the messages 

without turning off the computer or closing the software 

application in which the messages appear; provided, that this 

Subsection shall not apply to communications originated by the 

computer's operating system, originated by a software 

application that the user chooses to activate, originated by a 

service provider that the user chooses to use, or presented for 

any of the purposes described in §46.606; 

(3) transmitting or relaying commercial electronic 

mail or a computer virus from the computer, where the 

transmission or relaying is initiated by a person other than the 

authorized user and without the authorization of an authorized 

user; 
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(g) modify any of the following settings related the 

computer's access to, or use of, the internet: 

( 1) settings that protect information about an owner or 

operator for the purpose of taking personally identifiable 

information of the owner or operator; 

(2) security settings for the purpose of causing damage 

to a computer; or 

(3) settings that protect the computer from the uses 

identified in Subsection (t) of this Section. 

(h) prevent, without the authorization of an owner or 

operator, an owner's or an operator's reasonable efforts to block the 

installation of, or to disable, computer software by doing any of the 

following: 

( 1) presenting the owner or operator with an option to 

decline installation of computer software with knowledge that, 

when the option is selected by the authorized user, the 

installation nevertheless proceeds; 

(2) falsely representing that computer software has 

been disabled; 

(3) requiring in an intentionally deceptive manner the 

user to access the internet to remove the software with 

knowledge or reckless disregard of the fact that the software 

frequently operates in a manner that prevents the user from 

accessing the internet; 

( 4) changing the name, location or other designation 

information of the software for the purpose of preventing an 

authorized user from locating the software to remove it; 

8 



l (5) usmg randomized or intentionally deceptive 

2 filenames, directory folders, formats, or registry entries for the 

3 purpose of avoiding detection and removal of the software by 

4 an authorized user; 

5 (6) causing the installation of software in a particular 

6 computer directory or computer memory for the purpose of 

7 evading authorized users' attempts to remove the software from 

8 the computer; or 

9 (7) requiring, without the authority of the owner of the 

l 0 computer, that an authorized user obtain a special code or 

11 download software from a third party to uninstall the software. 

12 § 46.605. Other Prohibitions. 

13 It is unlawful for a person who is not an owner or operator of a 

14 computer to do any of the following with regard to the computer: 

15 (a) induce an owner or operator to install a computer 

16 software component onto the owner's or the operator's computer by 

17 intentionally misrepresenting that installing computer software is 

18 necessary for security or privacy reasons or in order to open, view, or 

19 play a particular type of content; or 

20 

21 

22 
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25 

26 

27 

(b) using intentionally deceptive means to cause the 

execution of a computer software component with the intent of 

causing the computer to use such component in a manner that violates 

any other provision of this Article. 

§ 46.606. Exceptions. 

§§ 46.604 and 46.605 shall not apply to the monitoring of, or 

interaction with, an owner's or an operator's internet or other network 

connection, service, or computer, by a telecommunications carrier, 

9 
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cable operator, computer hardware or software provider, or provider 

of information service or interactive computer service for network or 

computer security purposes, diagnostics, technical support, 

maintenance, repair, network management, authorized updates of 

computer software or system firmware, authorized remote system 

management, or detection or prevention of the unauthorized use of or 

fraudulent or other illegal activities in connection with a network, 

service, or computer software, including scanning for and removing 

computer software prescribed under this Article. 

§ 46.607. Remedies. 

(a) The Attorney General, an internet service provider or 

software company that expends resources in good faith assisting 

authorized users harmed by a violation of this Article, or a trademark 

owner whose mark is used to deceive authorized users in violation of 

this Article, may bring a civil action against a person who violates any 

provision of this Article to recover actual damages, liquidated 

damages of at least One Thousand Dollars ($1,000) per violation of 

this Article, not to exceed One Million Dollars ($1,000,000) for a 

pattern or practice of such violations, attorney fees, and costs. 

(b) The court may increase a damage award to an amount 

equal to not more than three times the amount otherwise recoverable 

under subsection 1 if the court determines that the defendant 

committed the violation willfully and knowingly. 

(c) The court may reduce liquidated damages recoverable 

under subsection 1, to a minimum of one hundred dollars, not to 

exceed one hundred thousand dollars for each violation if the court 

10 
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finds that the defendant established and implemented practices and 

procedures reasonably designed to prevent a violation of this Article. 

(d} In the case of a violation of §46.604(f)(l) that causes a 

telecommunications carrier or provider of voice over internet protocol 

service to incur costs for the origination, transport, or termination of a 

call triggered using the modem or internet-capable device of a 

customer of such telecommunications carrier or provider as a result of 

such violation, the telecommunications carrier may bring a civil action 

against the violator to recover any or all of the following: 

(1) the charges such carrier or provider is obligated to 

pay to another carrier or to an information service provider as a 

result of the violation, including, but not limited to, charges for 

the origination, transport or termination of the call; 

(2) costs of handling customer inquiries or complaints 

with respect to amounts billed for such calls; 

(3) costs and a reasonable attorney's fee; and 

( 4) an order to enjoin the violation. 

(e) For purposes of a civil action under Subsections (a), (b) 

and (c), any single action or conduct that violates more than one 

Subsection of this Article shall be considered multiple violations 

based on the number of such Subsections violated. 

§ 46.608. Good Samaritan. 

(a) No provider of computer software or of an interactive 

computer service may be held liable for identifying, nammg, 

removmg, disabling, or otherwise affecting a computer program 

through any action voluntarily undertaken, or service provided, where 

the provider: 

11 
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(1) intends to identify accurately, prevent the 

installation or execution of, remove, or disable another 

computer program on a computer of a customer of such 

provider; 

(2) reasonably believes the computer program exhibits 

behavior that violates this Act; and 

(3) notifies the authorized user and obtains clear and 

conspicuous consent before undertaking such action or 

providing such service. 

(b) A provider of computer software or interactive computer 

service 1s entitled to protection under this Section only if such 

provider: 

(1) has established internal practices and procedures to 

evaluate computer programs reasonably designed to determine 

whefuer or not a computer program exhibits behavior that 

violates this Act; and 

(2) has established a process for managing disputes 

and inquiries regarding misclassification or false positive 

identifications of computer programs. Nothing in this Section is 

intended to limit the ability of the Attorney General, or a 

District Attorney, to bring an action against a provider of 

computer software or of an interactive computer service." 
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AN ACT TO ADD A NEW ARTICLE 6 TO CHAPTER 46, 
TITLE 9, GUAM CODE ANNOTATED, RELATIVE TO 
CREATING THE “COMPUTER SPYWARE 
PROTECTION ACT.” 

 
BE IT ENACTED BY THE PEOPLE OF GUAM: 1 

Section 1. A new Article 6 is added to Chapter 46 of Title 9, Guam Code 2 

Annotated, to read:  3 

“ARTICLE 6 4 

COMPUTER SPYWARE PROTECTION ACT 5 

§ 46.601. Title.  This Act may be cited as the “Computer Spyware 6 

Protection Act.”  7 

§ 46.602. Legislative Findings and Intent.  I Liheslaturan 8 

Guåhan finds that spyware is a problem that adversely affects nearly every 9 

computer connected to the internet. Spyware is a catch-all term for computer 10 

programs that can track computer users’ movements online. There are 11 

hundreds of programs that range from innocuous “ad-ware,” which 12 

generates pop-up advertisements, to more dangerous programs that can 13 

record a user’s keystrokes to gather personal information, such as credit card 14 

numbers and passwords, without their knowledge, and forward this 15 



 
 

2

information to another entity without the consumer’s consent. Spyware is a 1 

serious problem that can create substantial privacy risks, increase the risk of 2 

identity theft, and cause serious degradation to personal and business 3 

computers that can cost millions of dollars in lost productivity.  4 

It is the intent of I Liheslatura to protect owners and operators of 5 

computers on Guam from the use of spyware and malware that is 6 

deceptively or surreptitiously installed on the owner’s or the operator’s 7 

computer.  8 

§ 46.603. Definitions.  9 

(a) Cause to be copied means to distribute or transfer 10 

computer software, or any component thereof. Such term shall not 11 

include providing: 12 

(1) a transmission, routing, provision of intermediate 13 

temporary storage, or caching of software;  14 

(2) a storage or hosting medium, such as a compact 15 

disk, website, or computer server through which the software 16 

was distributed by a third party; or  17 

(3) an information location tool, such as a directory, 18 

index, reference, pointer, or hypertext link, through which the 19 

user of the computer located the software.  20 

(b) Computer software means a sequence of instructions 21 

written in any programming language that is executed on a computer. 22 

Computer software does not include a data component of a web page 23 

that is not executable independently of the web page.  24 

(c) Computer virus means a computer program or other set 25 

of instructions that is designed to degrade the performance of, or 26 

disable, a computer or computer network, and is designed to have the 27 
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ability to replicate itself on other computers or computer networks 1 

without the authorization of the owners of those computers or 2 

computer networks.  3 

(d) Damage means any significant impairment to the 4 

integrity or availability of data, software, a system, or information.  5 

(e) Execute, when used with respect to computer software, 6 

means the performance of the functions or the carrying out of the 7 

instructions of the computer software.  8 

(f) Intentionally deceptive means any of the following:  9 

(1) an intentionally and materially false or fraudulent 10 

statement; 11 

(2) a statement or description that intentionally omits 12 

or misrepresents material information in order to deceive an 13 

owner or operator of a computer;or 14 

(3) an intentional and material failure to provide a 15 

notice to an owner or operator regarding the installation or 16 

execution of computer software for the purpose of deceiving the 17 

owner or operator.  18 

(g) Internet means the global information system that is 19 

logically linked together by a globally unique address space based on 20 

the internet protocol (IP), or its subsequent extensions, and that is able 21 

to support communications using the transmission control 22 

protocol/internet protocol (TCP/IP) suite, or its subsequent extensions, 23 

or other IP-compatible protocols, and that provides, uses, or makes 24 

accessible, either publicly or privately, high-level services layered on 25 

the communications and related infrastructure described in this 26 

Subsection.  27 
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(h) Owner or operator means the owner or lessee of a 1 

computer, or a person using such computer with the owner or lessee’s 2 

authorization, but does not include a person who owned a computer 3 

prior to the first retail sale of the computer.  4 

(i) Message means a graphical or text communication 5 

presented to an authorized user of a computer.  6 

(j) Person means any individual, partnership, corporation, 7 

limited liability company, or other organization, or any combination 8 

thereof.  9 

(k) Personally identifiable information means any of the 10 

following information if it allows the entity holding the information to 11 

identify the owner or operator of a computer:  12 

(1) the first name or first initial in combination with 13 

the last name; 14 

(2) a home or other physical address including street 15 

name; 16 

(3) a personal identification code in conjunction with a 17 

password required to access an identified account, other than a 18 

password, personal identification number or other identification 19 

number transmitted by an authorized user to the issuer of the 20 

account or its agent; 21 

(4) a social security number, tax identification 22 

number, driver’s license number, passport number, or any other 23 

government-issued identification number; or 24 

(5) an account balance, overdraft history, or payment 25 

history that personally identifies an owner or operator of a 26 

computer.  27 
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§ 46.604. Prohibitions, Use of Software.  1 

It is unlawful for a person who is not an owner or operator of a 2 

computer to cause computer software to be copied on such computer 3 

knowingly or with conscious avoidance of actual knowledge or willfully, 4 

and to use such software to do any of the following:  5 

(a) modify, through intentionally deceptive means, settings 6 

of a computer that control any of the following:  7 

(1) the web page that appears when an owner or 8 

operator launches an internet browser or similar computer 9 

software used to access and navigate the internet; 10 

(2) the default provider or web proxy that an owner or 11 

operator uses to access or search the internet; or 12 

(3) an owner’s or an operator’s list of bookmarks used 13 

to access web pages; 14 

(b) collect, through intentionally deceptive means, personally 15 

identifiable information through any of the following means:  16 

(1) the use of a keystroke-logging function that 17 

records all or substantially all keystrokes made by an owner or 18 

operator of a computer and transfers that information from the 19 

computer to another person; 20 

(2) in a manner that correlates personally identifiable 21 

information with data regarding all or substantially all of the 22 

websites visited by an owner or operator, other than websites 23 

operated by the person providing such software, if the computer 24 

software was installed in a manner designed to conceal from all 25 

authorized users of the computer the fact that the software is 26 

being installed; 27 
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(3) by extracting from the hard drive of an owner’s or 1 

an operator’s computer, an owner’s or an operator’s social 2 

security number, tax identification number, driver’s license 3 

number, passport number, any other government-issued 4 

identification number, account balances, or overdraft history for 5 

a purpose unrelated to any of the purposes of the software or 6 

service described to an authorized user; 7 

(c) prevent, through intentionally deceptive means, an 8 

owner’s or an operator’s reasonable efforts to block the installation of 9 

or execution of, or to disable, computer software by causing computer 10 

software that the owner or operator has properly removed or disabled 11 

to automatically reinstall or reactivate on the computer without the 12 

authorization of an authorized user; 13 

(d) intentionally misrepresent that computer software will be 14 

uninstalled or disabled by an owner’s or an operator’s action; 15 

(e) through intentionally deceptive means, remove, disable, 16 

or render inoperative security, antispyware, or antivirus computer 17 

software installed on an owner’s or an operator’s computer; 18 

(f) enable use of an owner’s or an operator’s computer to do 19 

any of the following:  20 

(1) accessing or using a modem or internet service for 21 

the purpose of causing damage to an owner’s or an operator’s 22 

computer, or causing an owner or operator, or a third party 23 

affected by such conduct to incur financial charges for a service 24 

that the owner or operator did not authorize; 25 

(2) opening multiple, sequential, stand-alone messages 26 

in an owner’s or an operator’s computer without the 27 
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authorization of an owner or operator, and with knowledge that 1 

a reasonable computer user could not close the messages 2 

without turning off the computer or closing the software 3 

application in which the messages appear; provided, that this 4 

Subsection shall not apply to communications originated by the 5 

computer’s operating system, originated by a software 6 

application that the user chooses to activate, originated by a 7 

service provider that the user chooses to use, or presented for 8 

any of the purposes described in §46.606; 9 

(3) transmitting or relaying commercial electronic 10 

mail or a computer virus from the computer, where the 11 

transmission or relaying is initiated by a person other than the 12 

authorized user and without the authorization of an authorized 13 

user; 14 

(g) modify any of the following settings related the 15 

computer’s access to, or use of, the internet: 16 

(1) settings that protect information about an owner or 17 

operator for the purpose of taking personally identifiable 18 

information of the owner or operator; 19 

(2) security settings for the purpose of causing damage 20 

to a computer; or 21 

(3) settings that protect the computer from the uses 22 

identified in Subsection (f) of this Section.  23 

(h) prevent, without the authorization of an owner or 24 

operator, an owner’s or an operator’s reasonable efforts to block the 25 

installation of, or to disable, computer software by doing any of the 26 

following: 27 
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(1) presenting the owner or operator with an option to 1 

decline installation of computer software with knowledge that, 2 

when the option is selected by the authorized user, the 3 

installation nevertheless proceeds; 4 

(2) falsely representing that computer software has 5 

been disabled; 6 

(3) requiring in an intentionally deceptive manner the 7 

user to access the internet to remove the software with 8 

knowledge or reckless disregard of the fact that the software 9 

frequently operates in a manner that prevents the user from 10 

accessing the internet; 11 

(4) changing the name, location or other designation 12 

information of the software for the purpose of preventing an 13 

authorized user from locating the software to remove it; 14 

(5) using randomized or intentionally deceptive 15 

filenames, directory folders, formats, or registry entries for the 16 

purpose of avoiding detection and removal of the software by 17 

an authorized user; 18 

(6) causing the installation of software in a particular 19 

computer directory or computer memory for the purpose of 20 

evading authorized users’ attempts to remove the software from 21 

the computer; or 22 

(7) requiring, without the authority of the owner of the 23 

computer, that an authorized user obtain a special code or 24 

download software from a third party to uninstall the software.  25 

§ 46.605. Other Prohibitions.  26 
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It is unlawful for a person who is not an owner or operator of a 1 

computer to do any of the following with regard to the computer:  2 

(a) induce an owner or operator to install a computer 3 

software component onto the owner’s or the operator’s computer by 4 

intentionally misrepresenting that installing computer software is 5 

necessary for security or privacy reasons or in order to open, view, or 6 

play a particular type of content; or 7 

(b) using intentionally deceptive means to cause the 8 

execution of a computer software component with the intent of 9 

causing the computer to use such component in a manner that violates 10 

any other provision of this Article.  11 

§ 46.606. Exceptions.  12 

§§ 46.604 and 46.605 shall not apply to the monitoring of, or 13 

interaction with, an owner’s or an operator’s internet or other network 14 

connection, service, or computer, by a telecommunications carrier, 15 

cable operator, computer hardware or software provider, or provider 16 

of information service or interactive computer service for network or 17 

computer security purposes, diagnostics, technical support, 18 

maintenance, repair, network management, authorized updates of 19 

computer software or system firmware, authorized remote system 20 

management, or detection or prevention of the unauthorized use of or 21 

fraudulent or other illegal activities in connection with a network, 22 

service, or computer software, including scanning for and removing 23 

computer software prescribed under this Article.  24 

§ 46.607. Remedies.  25 

(a) The Attorney General, an internet service provider or 26 

software company that expends resources in good faith assisting 27 
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authorized users harmed by a violation of this Article, or a trademark 1 

owner whose mark is used to deceive authorized users in violation of 2 

this Article, may bring a civil action against a person who violates any 3 

provision of this Article to recover actual damages, liquidated 4 

damages of at least One Thousand Dollars ($1,000) per violation of 5 

this Article, not to exceed One Million Dollars ($1,000,000) for a 6 

pattern or practice of such violations, attorney fees, and costs.  7 

(b) The court may increase a damage award to an amount 8 

equal to not more than three times the amount otherwise recoverable 9 

under subsection 1 if the court determines that the defendant 10 

committed the violation willfully and knowingly.  11 

(c) The court may reduce liquidated damages recoverable 12 

under subsection 1, to a minimum of one hundred dollars, not to 13 

exceed one hundred thousand dollars for each violation if the court 14 

finds that the defendant established and implemented practices and 15 

procedures reasonably designed to prevent a violation of this Article.  16 

(d) In the case of a violation of §46.604(f)(1) that causes a 17 

telecommunications carrier or provider of voice over internet protocol 18 

service to incur costs for the origination, transport, or termination of a 19 

call triggered using the modem or internet-capable device of a 20 

customer of such telecommunications carrier or provider as a result of 21 

such violation, the telecommunications carrier may bring a civil action 22 

against the violator to recover any or all of the following: 23 

(1) the charges such carrier or provider is obligated to 24 

pay to another carrier or to an information service provider as a 25 

result of the violation, including, but not limited to, charges for 26 

the origination, transport or termination of the call;  27 
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(2) costs of handling customer inquiries or complaints 1 

with respect to amounts billed for such calls;  2 

(3) costs and a reasonable attorney’s fee; and  3 

(4) an order to enjoin the violation.  4 

(e) For purposes of a civil action under Subsections (a), (b) 5 

and (c), any single action or conduct that violates more than one 6 

Subsection of this Article shall be considered multiple violations 7 

based on the number of such Subsections violated.  8 

§ 46.608. Good Samaritan.  9 

(a) No provider of computer software or of an interactive 10 

computer service may be held liable for identifying, naming, 11 

removing, disabling, or otherwise affecting a computer program 12 

through any action voluntarily undertaken, or service provided, where 13 

the provider:  14 

(1) intends to identify accurately, prevent the 15 

installation or execution of, remove, or disable another 16 

computer program on a computer of a customer of such 17 

provider;  18 

(2) reasonably believes the computer program exhibits 19 

behavior that violates this Act; and  20 

(3) notifies the authorized user and obtains clear and 21 

conspicuous consent before undertaking such action or 22 

providing such service.  23 

(b) A provider of computer software or interactive computer 24 

service is entitled to protection under this Section only if such 25 

provider: 26 
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(1) has established internal practices and procedures to 1 

evaluate computer programs reasonably designed to determine 2 

whether or not a computer program exhibits behavior that 3 

violates this Act; and  4 

(2) has established a process for managing disputes 5 

and inquiries regarding misclassification or false positive 6 

identifications of computer programs. Nothing in this Section is 7 

intended to limit the ability of the Attorney General, or a 8 

District Attorney, to bring an action against a provider of 9 

computer software or of an interactive computer service.” 10 
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COMMITTEE REPORT DIGEST 

I. 

II. 

OVERVIEW 
Bill No. 319-32 (LS), was introduced on April 14, 2014, by Senator Thomas Morrison, and was 
subsequently referred by the Committee on Rules to the Committee on Guam US Military 
Relocation, Veterans' Affairs, Homeland Security and Judiciary on April 14, 2014. 

Public Notice Requirements 
Public Hearing notices were disseminated via e-mail to all senators and all main media 
broadcasting outlets for the April 28, 2014 hearing on April 18, 2014 (5-Day Notice), and 
again on April 23, 2014 (48-Hour Notice). Notices were also published in the Marianas Variety 
Newspaper for the April 28, 2014 hearing on April 18, 2014 and April 23, 2014. 

Senators Present 
Senator Frank B. Aguon, Jr., Chairperson 
Senator Brant T. Mccreadie 
Senator Thomas Morrison 
Senator Aline A. Yamashita, Ph.D. 
Senator Christopher M. Duenas 

Appearing Before the Committee 
Jesse Rojas, Office of Technology 
Basil O'Mallan, Chief Prosecutor, the Office of the Attorney General 

The public hearing was Called-to-Order at 9:00 AM. 

SUMMARY OF TESTIMONY & DISCUSSION 

Senator Fronk 8. Aguon, Jr. 
The Committee on Guam Military Relocation, Veterans Affairs, Homeland Security, and 
Judiciary. I'd like to, before I highlight the agenda, welcome my colleagues who have joined 
us this morning thus far. To my immediate right is Senator Brant Mccreadie. To my 
immediate left is Senator Tommy Morrison and to his immediate left is Senator Aline 
Yamashita. Thank you very much Senators for joining us this morning. 

On the agenda, which are several pieces of legislation. One is Bill no. 301, and we'll highlight 
them as we proceed with the overall discussion, and that is relative to the crime of unsworn 
falsification. Bill no. 302-32 (COR), which is relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs officer. Bill no. 317-32 (LS) 
relative to the crime of phishing. P-H+S-H+N-G. And Bill no. 318 is relative to creating the 
"Computer Protection Act". And then finally, we will close out the discussion this morning 
with Bill 319-32 (LS) relative to creating "Computer Spyware Protection Act". And just for the 
information of the public, in compliance with the public notification requirement, the initial 
notice was sent out to all the Senators, as well as, the stakeholders on the 18th of April. 
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It was in print again on the 18" of April. With the second notification of public hearing sent out on the 23'd of April to all the 
stakeholders and then, finally, a print on the 23'd in regards to the agenda for this morning's discussion. 

Moving forward to bill 319, relative to creating the computer spyware protection act. We also have Mr. Rojas and Attorney 
Basil O'Mallan from the Attorney General's Office signed in to provide testimony. And I would like to recognize the sponsor of 
the legislation, Senator Morrison for your opening comments. 

Senator Tommy Morrison 
Thank you Mr. Chair. The third internet crime bill today is bill 319, the computer spyware protection act. This bill punishes 
individuals who, without the knowledge or permission of the owner, place spyware on another computer. For the listening 
audience, spyware is software that enables a user to obtain covert information from another computer's activity by 
transmitting data covertly from their hard drive. Thank you Mr. Chair. I look forward for testimony. 

Senator Frank 8. Aguon, Jr. 
Thank you very much Senator Morrison. Mr. Rojas, can I ask you, I mean you're working out of the office of technology? 

Jesse Rojas 
Yes, Mr. Chair. 

Senator Frank 8. Aguon, Jr. 
Yes, can I just ask you a quick question? It's a general question. How does the local legislation, proposed legislation, differ from 
anything on the federal level that would protect the interest of citizens and the rights of citizens? Because I do know, even 
from the federal level, there are certain legislations, and perhaps this may be included in your testimony. If you're not able to 
respond to this, then I will respect that. But, I would like to request some comments or some reference to that. How federal 
legislation, obviously it always trumps local legislation, but how federal legislation provides some protection mechanisms. So, 
that we're not doubling up, but, we are reinforcing the intent of the sponsor, in terms of protecting our consumers and our 
citizens. Ok, please if I could present that request on behalf of the committee. 

Jesse Rojas 
Yes, Mr. Chair. 

Senator Frank 8. Aguon, Jr. 
The committee does recognize that Mr. Rojas and Attorney O'Mallan are both present and they will be submitting written 
testimony subsequent to today's date. And they are both in favor of the proposed legislation. Senators, if there are any 
comments or questions? Senator Yamashita, please. 

Senator Aline A. Yamashita, Ph.D. 
Thank you Mr. Chair. This is a real basic question. I'm just, maybe, a little confused. You're from the Office of Technology, sir? 

Jesse Rojas 
Yes, ma'am. 
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Senator Aline A. Yamashita, Ph.D. 
And in the opening you said that you were here for Mr. Joey Manibusan. Did I hear that correctly? 

Jesse Rojas 
He is currently, he was unable to attend. 

Senator Aline A. Yamoshito, Ph.D. 
Yes, what happened to Will Castro? 

Jesse Rojas 
At this time, I'm not sure. He was our acting CTO, our chief. I know he is assigned to the special assistant to the governor with 
regards to telecommunications and cyber awareness. 

Senator Aline A. Yamashita, Ph.D. 
Ok, so he's not in the office? 

Jesse Rojas 
No. 

Senator Aline A. Yamashita, Ph.D. 
Oh I see. Ok, I thought he ... alright. So, it's Joey than? Joey remains in position? 

Jesse Rojas 
Yes, ma'am. 

Senator Aline A. Yamashita, Ph.D. 
Ok, thank you. 

Senator Frank 8. Aguon, Jr. 
Thank you very much Senator Yamashita. Any other questions, inquiries, or comments? If not, Bill 319-32 (LS) is hereby; the 
public hearing has been conducted and completed. And the committee will continue to receive written testimony for the ten 
days subsequent to this hearing. To all the Senators that have joined us this morning, thank you very much Senators for your 
presence and your contribution in this particular hearing. 

The public hearing was adjourned at 9:47 AM. 

PWON(: (i11}47S•CiVH1/2 (-4ffl/l} I FAX; (6Tl-}47S-<fll"l (.tlM.l) 
1~! 1-f&:Ut-~ Pt.AC' HAGAtHA,GUAJ"I H~O I £'.MAIL: ACiV¢H-4GtJ...,..n4MAILtOf.! 

WWW .FRAHKAGUONJR.COM Page 3 of 4 



------------ C 0 MM ITT EE 0 N ------------

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'HtENTAI DOS NA LIHESU.TURAN GUAHAN / l2NC> GUAM LEGISLATURE 

Ill. WRITIEN TESTIMONIES 
The following individuals submitted written testimonies to the Committee on Guam US Military Relocation, Veterans 
Affairs, Homeland Security and Judiciary before or after the scheduled Public Hearing on April 28, 2014 at 9:00 AM: 

1. Joseph C. Manibusan, Data Processing Manager, Office of Technology 

IV. FINDINGS & RECOMMENDATIONS 
The Committee on Guam US Military Relocation, Veterans' Affairs, Homeland Security and Judiciary hereby submits 
these findings and reports out Bill No. 319-32 (LS) by the Committee on ~ )JS)~ljil(y Relocation, Homeland 
Security, Veteran's Affairs and Judiciary, with a recommendation ~\,YI.->"_... . 
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I MINA' TRENTAI DOS NA LIHESLATURAN GUAHAN 
2014 (SECOND) Regular Session 

Introduced by: T. A. Moirison )--

AN ACT TO ADD A NE\V ARTICLE 3 TO CHAPTt<:R 46, 
TITl~E 9, GUAM CODE ANNOTATED RELATIVE TO 
CREATING THE "COl\1PlJTER SPYWARE PROTECTION 
ACT," 

BE IT ENACTED BY THE PEOPLE OF GUAM: 

3 Section 1. A new Article 3 is added to Chapter 46 of 9GCA to read: 

4 

5 

7 

"Article 3 

COl\1PllTER SPYW ARE PROTECTION Ac·r 

8 §46.301. Title. This Act may be cited as the "Computer Spyware Protection Act." 

9 

.• ~ 
:>;s ! 
l:J 
h..) 

I 0 §46.302. Legislative Intent. 1 lihes/aiuran Uuiihan finds that spyware is a problem that 

l l adversely affects nearly every computer connected to the internet. Spyware is a catch-all 

12 term for computer programs that can track computer users' movements online. There are 

l 3 hundreds of programs that range from innocuous "ad-ware." which generates pop-up 

l 4 advertisements, to more dangerous programs that can record a user's keystrokes to gather 

l 5 personal information such as credit card numbers and passwords without their knowledge 

l 6 and forward this information 10 another entity without the consumer's consent Spyware i:; 

l 7 a serious problem that can create suhstantial privacy risks. increase the risk of identity 



theft, and cause serious degradation to personal and business computers that can cost 

2 millions of dollars in lost productivity. 

3 

4 rt is the intent of I Liheslatura to protect owners and operators of computers in Guam from 

5 the use of spyware and malware that is deceptively or surreptitiously installed on the 

6 ovmer's or the operator's computer. 

7 

8 §46.303. Definitions 

9 

l 0 ( 1) "Cause to be copied" means to distribute or transfer computer software, or any 

l l component thereof~ Such term shall not include providing: 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

(a) a transmission, routing, provision of intermediate temporary storage, or 

caching of software; 

(b) a storage or hosting medium, such as a compact disk, web site, or 

computer server through whkh the software was distributed by a third party; 

or 

(c). an information location tool, such as a directory, index, reference, 

pointer, or hypertext link, through which the user of the computer located 

the sotlware. 

24 (2) "Computer software" means a sequence of instructions written in any programmmg 

language that is exenned on a computer. "'Computer software'' docs not include a dll!a 

26 component of a web page that is not executable independently of the web page. 

27 



3 

4 

5 

(3) "Computer virus'' means a computer program or other set of instructions that is 

designed to degrade the perfonnance of or disable a computer or computer network and is 

designed to have the ability to replicate itself on other computers or computer networks 

withnlll the authorization of the owners of those computers or computer networks. 

6 (4) "Damage" means any significant impainnent to the integrity or availability of data, 

7 software, a system. or information. 

8 

9 (5) "Execll!e," when used with respect to computer software. means the performance of 

l 0 the functions or the carrying out of the instmctions of the computer software. 

ll 

12 (6) "Intentionally deceptive" means any of the following: 

13 

14 

l 5 

16 

J 7 

18 

19 

20 

21 

22 

a. An intentionally and materially false or fraudulent statement. 

b. A statement or description that intentionally omits or misrepresents 

material information in order to deceive an owner or operator of a computer. 

c. An intentional and material failure to provide a notice to an owner or 

operator regarding the installation or execution of computer software frlr the 

purpose of deceiving the owner or operator. 

23 (7) ·'lntemet" means the global infonnation syswm !.hat is logically linked together by a 

24 globally unique address space based on the internet protocol (JP), or its subsequent 

25 extension!', and that is able to support communications using the transmission control 

26 protocol/internet protocol CH]>:1P) suite. or its subsequent extensions, or other IP-

27 compatible proto«ols, and that provides. uses, or makes accessible, either publicly or 

3 



privately, high-level services layered on the communications and related infrastructure 

" described in this subsection. 

3 

4 (8) "Owner or operator" means the ow'Tler or lessee of a computer. or a person using such 

5 computer with the owner or lessee's authorization, but does not include a person who 

6 owned a computer prior to the first retail sale of the computer. 

7 

8 (9) "Message" means a graphical or text communication presented to an authorized user of 

9 a computer. 

10 

l l ( l 0) "Person" means any individual. partnership. corporation. limited liability company, 

l 2 or other organizztion, or any combination thereof. 

13 

14 ( J l) ''Personally identifiable information" means any of the following information if it 

l 5 allows the entity holding the infonnation to identify the owner or operator of a computer: 

16 

17 

18 

19 

20 

21 

22 

24 

26 

27 

28 

a. rhe first name or first initial in combination with the last name. 

b. A home or other phvsical address includine street name. . ~ 

c. Personal identification code in conjunction with a password required to 

access an identified account, other than a password, personal identification 

number or other identification number transmitted hy an authorized user to 

the issuer of the account or its agent. 

d. Social security number, tax identification number, driver's license number, 

passport number, or any other government, issued identification number. 



3 

e. Account balance, overdraft history, or payment history that personally 

identifies an owner or operator of a computer. 

4 §46.304. Prohibitions, Use of Software 

5 It is unlawful for a person who is not an owner or operator of a computer to cause 

6 computer software to be copied on such computer knowingly or with conscious avoidance 

7 of actual knowledge or willfully, and to use such sotlware to do any of the fiillowing: 

8 

9 ( l) Modify, through intentionally deceptive means, settings of a computer that control any 

10 of the following: 

ll 

12 

13 

14 

15 

16 

17 

18 

19 

20 

24 

25 

26 

27 

a. rhe web page that appears when an owner or operator launches an Internet 

browser or similar computer software used to access and navigate the 

Internet. 

b. The default provider or web proxy that an owner or operator uses to access 

or search the Internet. 

c. An owner's or an operator's list of bookmarks used to access web pages. 

12) Collect, through intentionally deceptive means, personally identifiable information 

through any of the following means: 

a. The use of a keystroke-logging function that records all or substantially all 

keystrokes made by an owner or operator of a computer and transfers that 

information from the computer to another person. 

5 



3 

4 

5 

6 

7 

8 

9 

10 

l l 

12 

13 

14 

b. In a manner that correlates personally identifiable information with data 

regarding all or substantially all of the Web sites visited by an owner or 

operator, other than \Veb sites operated by the person providing such 

software, if the computer software was installed in a manner designed to 

conceal from al I authorized users of the computer the fact that the software is 

being installed .. 

c. By extracting from the hard drive of an ow11cr's or an operator's computer, 

an owner's or an operator's social security number, tax identification number, 

driver's license number, passport number, any other government-issued 

identification number, account halances, or overdraft history for a purpose 

unrelated to any of the purposes of the software or service described to an 

authorized user. 

15 (3) Prevent, through intentionally deceptive means, an owner's or an operator's reasonable 

16 efforts to block the installation of or execution of~ or to disable, computer software by 

17 causing computer software that the owner or operator has properly removed or disabled to 

18 automatically reinstall or reactivate on the computer without the authorization of an 

19 authorized user. 

20 

21 (4) Intentionally misrepresent that computer software will be uninstalled or disabled by an 

22 owner's or an operator's action. 

23 

24 (5) Through intentionally deceptive means, remove, disable. or render inoperative 

security antispyware. or antivirus computer software installed on an owner's or an 

26 operator's computer. 

27 

28 ( 6) Enable use of an owner's or an operator's computer to do any of the following: 

6 



2 

3 

4 

5 

6 

7 

8 

9 

I 0 

l l 

p 
-~ 

13 

14 

15 

16 

17 

18 

19 

20 

21 

a. Accessing or using a modem or lntemet service for the purpose of causing 

damage to an owner's or an operator's computer or causing an owner or 

operator , or a third party affected by such conduct to incur financial charges 

frJr a service that the owner or operator did not authorize. 

b. Opening multiple, sequential, stand-alone messages in an owner's or an 

operator's computer without the authorization of an owner or operator and 

with knowledge that a reasonable computer user could not close the messages 

without turning off the computer or closing the software application in which 

the messages appear; provided that this paragraph shall not apply to 

communications originated by the computer's operating system, originated 

by a software application that the user chooses to activate, originated by a 

service provider that the user chooses to use, or presented for any of the 

purposes described in §46.306. 

c. Transmitting or relaying commercial electronic mail or a computer virus 

from the computer, where the transmission or relaying is initiated by a person 

other than the authorized user and without the authorization of an authorized 

user. 

(7) Modify any of the following settings related the computer's access to, or use of: the 

23 Internet: 

24 

26 

28 

a_ Settings thar. protect information about an owner or operator for the 

purpose of taking personally identifiable information of t.he owner or 

operator. 

7 



3 

4 

5 

b. Security settings for the purpose of causing damage to a computer. 

c. Settings that protect the computer from the uses identified in subsection (6) 

of this section. 

6 (8) Prevent, without the authorization of an owner or operator. an owner's or an operator's 

7 reasonable efforts to block the installation of, or to disable. computer software by doing 

8 any of the following: 

9 

10 

l I 

12 

13 

14 

IS 

16 

17 

18 

19 

20 

22 

24 

25 

26 

28 

a. Presenting the owner or operator with an option to decline installation of 

computer software with knowledge that, when the option is selected by the 

authorized user, the installation nevertheless proceeds. 

b Falsely representing that computer software has been disabled. 

c. Requiring in an intentionally deceptive manner the user to access the 

Internet to remove the software with knowledge or reckless disregard of the 

fact that the software frequently operates in a manner thal prevents the user 

from accessing the Internet. 

d. Changing' the name, location or other desigmition infomrnlion of the - . -
sof1ware f<.w the purpose of preventing an authorized user from locating the 

sofiware to remove it. 

e. Using randomized or imentiona.lly deceptive filenames. directory folders, 

fonnats, or registry entries for the purpose of avoiding detection and removal 

of the software bv an authorized user. 



2 

3 

4 

5 

6 

7 

8 

t: Causing the installation of sofhvare in a particular computer directory or 

computer memory for the purpose of evading authorized users' attempts to 

remove the software from the computer; 

g. Requiring. without the authority of the owner of the computer. that an 

authorized user obtain a special code or download software from a third party 

to uninstall the software. 

9 §46.305. Other Prohibitions 

I 0 It is unlawful for a person who is not an owner or operator of a computer to do any of the 

11 following with regard to the computer: 

12 

13 (I) Induce an owner or operator to install a computer software component onto the 

14 owner's or the operator's computer by intentionally misrepresenting that installing 

15 computer software is necessary for security or privacy reasons or in order to open, view, 

16 or play a particular type of content 

17 

18 (2) Using intentionally deceptive means to cause the execution of a computer software 

19 component with the intent of causing the computer to use such compoueni m a manner 

20 that violates any other provision of this Article. 

21 

22 §46.306. Exceptions 

23 §§46.304 and 46.305 shall not apply to the monitoring 01: or interaction with, an owner's 

24 or an operator's Internet or other network connection, service, or computer, by a 

telecommunications caffier. cable operator, computer hardware or software provider. or 

26 provider of infonnation service or interactive computer service frir network or computer 

27 security purposes, diagnostics, technical support, maintenance, repair, network 

28 management, authorized updates of computer sofhvare or system firmware. authorized 

9 



remote system management, or detection or prevention of the unauthorized use of or 

2 fraudulent or other illegal activities in connection with a network, service, or computer 

3 soltware, including scanning for and removing computer software prescribed under this 

4 Article. 

5 

6 §46.307. Remedies 

7 ( J) The attorney general. an Internet service provider or software company that expends 

8 resources in good faith assisting authorized users hanned by a violation of this Article, or 

9 a trademark owner whose mark is used to deceive authorized users in violation of this 

l 0 Article, may bring a civil action against a person who violates any provision of this 

l I Article to recover actual damages. liquidated damages of at least one thousand dollars per 

12 violation of this Article, not to exceed one million dollars for a pattern or practice of such 

l 3 violations, attorney foes, and costs. 

14 

l 5 (2) The court may increase a damage award to an amount equal to not more than three 

16 times the amount otherwise recoverable under subsection I if1he court determines that the 

J 7 dcfr,ndant committed the violation willfi.Jllv and knowinglv. 
~ ~ ~ 

18 

19 (3) The court may reduce liquidated damages recoverable under subsection I, to a 

20 minimum of one hundred dollars. not to exceed one hundred thousand dollars frlr each 

2 l violation if the court finds that the defendant established and implcmcnred practices and 

22 procedures reasonably designed to prevent a violation or this Article. 

23 

24 ( 4) In the ease of a violation of §46.304( 6 )a. that causes a telecommunications carrier or 

25 provider or voice over intcm,;t protocol service to incur costs for the origination, 

26 transport. or tem1ination of a call triggered using the modem or Internet-capable device of 

27 a customt'r of such telecommunications carrier or provider as a result of such violation, 

lO 



3 

4 

5 

6 

7 

8 

9 

10 

I l 

12 

13 

the telecommunications carrier may bring a civil action against the violator to recover any 

or all of the following 

a. the charges such carrier or provider is obligated to pay to another carrier or 

to an information service provider as a result of the violation, including but 

not limited to charges for the otigination, transport or termination of the call; 

b. costs of handling customer inquiries or complaints with respect to amounts 

billed for such calls; 

c. costs and a reasonable attorneys' fee; and 

d. an order to enjoin the violation. 

14 (5) For purposes of a civil action under paragraphs ( l ), (2) and (3) any single action or 

15 conduct that violates more than one paragraph of this Article shall be considered multiple 

16 violations based on the number of such paragraphs violated. 

17 

18 §46.308. Good Samaritan 

J 9 (I) No provider of computer soflware or of an interactive computer service may he held 

20 liahle for identifying, naming, removing, disabling, or otherwise affecting a computer 

21 program through any action voluntarily undertaken. or provided, where the 

22 provider: 

23 

24 

26 

27 

a. Intends to identify accurately, prevent the installation or execution oC 

remove, or disable anoth<'r computer program on a compmer of a customer of 

such provider: and 

I l 



b. Reasonably believes the computer program exhibits behavior that violates 

2 this act; and 

3 

4 c. Notifies the authorized user and obtains clear and conspicuous consent 

5 before undertaking such action or providing such service. 

6 

7 (2) A provider of computer software or interactive computer service 1s entitled to 

8 protection under this section only if such provider: 

9 

I 0 

l l 

13 

14 

15 

16 

I 7 

18 

19 

a. Has established internal practices and procedures to evaluate computer 

programs reasonably designed to determine whether or not a computer 

program exhibits behavior that violates this act; and 

b. Has established a process for managing disputes and inquiries regarding 

misclassification or false positive identifications of computer programs. 

Nothing in this section is intended to limit the ability of the Attorney General, 

or a district attorney to bring an action against a provider of computer 

sofiware or of an interactive computer service. 

12 
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Governor 
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Lieutenant (Jovernor 

Department of Administration 
(DIPA TTAMENTON A TEMENSTRAS/ON) 

OFFICE OF TECHNOLOGY 

Post Office Box 884 Hagatna, Guam 96932 
Tel: (671) 475-1113/1229 - Fax: (671) 472-9508 

May 20, 2014 

Transmitted via Electronic Mail: aguon4guam@gmail.com 

Honorable Frank Blas Aguon, Jr. 
Chairman, Committee on the Guam-US Military Relocation, Homeland Security, 
Veteran's Affairs and Judiciary 
I Mina'trentai Dos Na Uhes/aturan Guahan 
155 Hesler Place 
Hagatfia, Guam 96910 

Subject: Testimony in support of Bill 319-32 (LS) "An Act ro add a new Article 3 ro Chapter 46, TYt/e 
9 Guam Code Annotated relative to creating the Computer Spyware Protection Act. " 

Dear Senator Ah'llOn, 

Hafa Adai. The Office of Technology is in support of Bill 319-32 (LS) "An Act to add a new Article 
3, Chapter 46, Title 9 Guam Code Annotated relative to creating the Computer Spyware Protection 
Act.n 

The Ot1Jce of Technology (OTech) supports the safe and responsible use of technology. As such, 
OTcch is in support of the intent of Bill 319-32 because the bill, if passed, criminalizes the use 
spyware, malware, and all related software for identity theft, invasion of privacy, and all other related 
malicious purposes. 

OTech recommends passage of Bill 319-32 (LS) as part of our local government's efforts to help make 
our online experience a safer and more secure one. 

Sincerely, 

}(~~~) 
r'.lata Processing Manager 
Office of Technology 
Department of Administration 
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Waiver of 

Fiscal Note Requirement 

This is to certify that the Committee on Rules submitted to the Bureau Df 

Budget and Management Research (BBMR) a request for a fiscal note, or 

applicable waiver, on BILL NO. 319-32 (LS), "AN ACT TO ADD A NEW ARTICLE 3 

TO CHAPTER 46, TITLE 9, GUAM CODE ANNOTATED RELATIVE TO CREATING 

THE "COMPUTER SPYWARE PROTECTION ACT," - on April 15, 2014. COH 

hereby certifies that BBMR confirmed receipt of this request April 16, 2014 at 

9:14 A.M. 

COR further certifies that a response to this request was not received. 

Therefore, pursuant to 2 GCA §9105, the requirement for a fiscal note, or 

waiver thereof, on Bill 319-32 (LS) to be included in the committee report on 

said bill, is hereby waived, 

Certified by: 

~ l 41"-'-£14"-' '!)~~ 
Senator Rory J, Respicio 
Chairperson, Committee on Hules 

lune 16, 2014 
Date 
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SE>nator 
[)ennis c;. Rodriguez, Jr. 

\-!en1bt)r 

BPnja1Tlin J.F. (~ru;_ 
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rina Rose \1u1°1d Bdrnf'S 
:Vh:'n1her 

Sc-n,1tnr 
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:V1ernbt•r 

Senator 
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\fr.;oRITY LEADER 
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\1Pn1ber 

April 15, 2014 

VIA E-MAIL 

John A. Rios 
Director 

Bureau of Budget & Management Research 
P.O. Box 2950 

Hagiitiia, Guam 96910 

RE: Request for Fisq! Notes- Bill Nos. 309-32 (COR). 310-32(LS). 311-32(LS), 
312-32(LS), 313-32(LS), 314-32(LS), 315-32(LSJ, 

316-32(LS). 317-32(LS). 318-32(LS). 319-32(LS). 
and 320-32(LS) 

!I11fi1 i\dai Mr. Riosi 

-rransn1ittf'd herevvith is a llstlng of I A--1ina'frcntai [)os na l-1heslatunn1 Cu{rlunt/s 
most recently introduced bills. Pursuant to 2 CCA §9103, I rc:spectiully request 

the prepdratii)n of fiscal notes for the referenced bills. 

Si }'u 'o;; 11l!1,dse' for your attention to this 1natter. 

\'L'ry -rruly '{ours, 

Senator Rory J. Respicio 
(~i1airperson i'.f the (~oru111if-fi'l' ou R.ulcs 

Attachment (I) 

Cc Clerk oi the Legislature 



Bill 'lios. 

309-32 (COR) 

JI0-32 (LS) 

31 l-32 (LS) 

312-.12 (LS\ 

313-32 (LS) 

314-32 (LSI 

315-32 (LS) 

Sponsors 

V.(-_Pangclinan 

B. J.F. Cruz 

FR,\'\K B. A<iUJ'\. JR. 

!·RANK B. AGUOJ\. JR. 

FRANK B i\Gl:O'-C, JR. 

Brant T. 

v·. Anthony Ada 

( 'hris rvL f)uc11as 

\1ichac! T. Llrntiacu 
To1nn1y \·h)rrist)n 

Aline A. Yr1n1ashitt 

PhJl. 
FRANK ll. ACiUON, JR. 

f)cnnis Ci. Rodrigue/, Jr. 

Title 

\N A NEW TO CHAPTER I OF PLBLIC LAW 

32-068 AND TO REPEAL A'\D RE-FNACT SLCTJON l.lllJ9(a)l5i. CHAPTER 

13. TITLE l OF THE CiUAVJ CODE AN1'0TA Tf]l. RELATIVE TO 

PRIORITIZING TllE USES OF ADDITJO'\AL SECTlO'\ 30 REVE'\l'ES AND 

TO INCREASE TRA'\SPARENCY •\ND ACCOl:NTABILITY IN TIU: 

REPORTJ:\G OF SECTION 30 REVFNUES TO BE RH TJVFD BY TIIE 

(;OVERNMENT OF (;UA\1 

\N l 04, §55104. L ~55104.2, ~55 ! f() · 

j Cl/APTER " DIVISION :<, TITLE 10. CiUAYl CODE 

' ANNOfATED: RELATIVE TO fl!E ESTMlLISllMENT OF PHYSICAL 

FITNESS STANDARDS AND POLICIES FOR PUBLIC SAFETY AND LAW 

EJ\FORCE:VffNT UNJFOR:V1 PERSON'JEL A'JD SHALL l IF'NCEFORTll BE 

KNOW/\ AS THE "FIT TO SERV!' AND PROTECT M'T OF 20lr. 

AN ACT RELATIVE TO APPROPRJATl:\O TllE IT'JDS AVAJL\BLE IN 

TllF LIMITED GJ\\111\G Ft:l\D I'\ FISCAL YEAR 2013-2014 IN j 

·\CCORD:\NCE WITll PUJLIC LAW -12-060 

·\N ACT 

1 IE:\l.TI !CARE 

\IE:VJORIAL 

Tl IE CiMllc\ 

A'\D DEVELOPME'\T FLND TO TllE (ilJAM 

HOSPITAL :\L:TllOR!TY 

Pl.'RSLA'JT TO PUBLIC LAW 32-060: BY ·\MEND!Vi St:BSECT!ON ·'(Bl" 

OF ~97\lll. CHAPTER 97, ARTICLE I. T/TLF 10. Cil:\ YI 

CODE ANNOTATED. 

AN A Cr TO CREATE A NF\V ARTICI .F 6 TO CllAPTER 90 /TILE 9. GLAV1 

CODE -\'Jl\OTATED. lfrl.ATIYI' TO Tiff 
CONSTRlJCTIOl\ ,\ND RE1\0VATION OF TllE DEP..\Rr\1E'\T OI' 

CORRFCTIONS ADULT CORRECTIONAL FACILITY TO FNSLRI !Ill: 

SAFETY OF Tiff PLOl'LE OF (il!..\M: \\ H!Cll 

S!L\LL COl.l.ECTJYELY Ill CITED AS "Tlll: DEPART\IENT OF 

CORRECTIONS C01\STRUCTION IN!TlATIVE ACT OF 20 I -L 

\N TO ADD A CIJAPTER SJ TO 21. (iLA\1 

AN\:OL\TED RLL \TIYL TO CRE-\TINO A STRl>\V1LINEll 

,\J111c ,\. Yamasluta. Ph.D \ EXPEDITED PROCESS FOR REZONIN(i 

REAL PROPERTY FOR CONSTRLCfl'\Ci SMALL PIWJH'TS BY 

PARTIALl.Y PRIVAJ/ZfN(; Tiff PROCESS . 

. \\: c\CT TO APPROPRIATE TWO IJUNDRED N!'\l:TY-l\10 llJOLSAN!l 

EHillT HllNDRI'D JJOLl.ARS rS292YOO\ TO !TND PROGRA:VlS FOR 

DRUi \ND c\LCOflOI. TRl'AT'v!FNT 

SERVICES AND EMERGE:\CY VOLT! I SHELTER FOR llO\lEU:SS. 
Rt:NA \V,\ Y. AND AllUSED YOUTI I. BY Alllll1'(; A NLW q 11 TO 

CHAPTER \I OF PUBLIC LAW 32-06X 



Bill :\os. 

3 l 6-32(LS) 

317-32 (LS) 

318-32 (LS) 

319-32 (LS) 

32(1-.12 (LS) 

Sponsors 

B(;njan1in J.F. ('ruz 

T.A. \-1orrison 

T.A. \:1orrison 

T.:\. \,1orrison 

\'.(' Pangelinan 

Title 

AN •\CT TO REPEAL Al\D REE!\ ACT >JI 05. CllAPTER .1 (JI TITLF 22 OF 

TIIE Ot:AM CODE Al\l\OTATED RELATIVE TO RFSPO'\SlllLY RAISI'\ii 

THE Vll'\!Vlt:'..J WAGE. 

•\N MT TO ADD A '\EW ARTTCLE 4 TO Cil-\PTER 46 OF 9(iCA 

REI A Tl VF TO THF CRIME OF Pll!SHl'\(L 

AN ACT TO ADD A NEW ARTICLE 5 TO CllAPTER 46. TITLE"· liUA\1 
CODE \1'"i0Ti\TFD REL\TIVF TO CIU'ATJ'>;(; THE "COMPUTER 

PROTECTION ACT." 

A'\ ACT TO ADD A NEW ARTICLE .\ TO CllAPTER 4(>. TITLE 9. GUAVI 

CODE AN'\OTATED RELATIVE TO CREATINCi TIIE 

··COMPUTER SPY\V ARE PROTECTIO'\ ACT" 

AN ACT TO ADD A NEW CHAPTER 5.1 TO DIVISION 2. AND TO ADD A 

'\EW SECTION 70 L14 TO CHAPTER 70. DIVTSIO'\ .1. TITLE 
I ! OF Tl If CiUAVl CODE Al\'\OTATED. RELATIVE Tl IE CREATION OF 

TllEGL\M QUALIFIED RET!Rl'MENT PL\l\ A'\DTRLST MT 
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Senator 
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VICE CHAIRPERSON 
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Senator 
Vicente (Ben) C Pangelinan 

Member 

Speaker 
Judith T.P. Won Pat, Ed.D. 

Member 

Senator 
Dennis G. Rodriguez, Jr. 

Member 

Vice-Speaker 
Benjamin J.P. Cruz 

Member 

Legislative Secretary 
Tina Rose Mufia Barnes 

Member 

Senator 
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Member 

Senator 
Michael F.Q. San Nicolas 

Member 

Senator 
V Anthony Ada 

Member 
MINORITY LEADER 

Senator 
Aline Yamashita 

Member 

April 14, 2014 

MEMORANDUM 

To: Rennae Meno 
Clerk of the Legislature 

Attorney Therese M. Terlaje 
Legislative Legal Counsel 

From: Senator Rory J. Respicio/ 
Chairperson of the Committee on Rules 

Subject: Referral of Bill No. 319-32(LS) 

As the Chairperson of the Committee on Rules, I am forwarding my referral of 
Bill No. 319-32(LS). 

Please ensure that the subject bill is referred, in my name, to the respective 
committee, as shown on the attachment. I also request that the same be 
forwarded to all members of I Mina'trcntai Dos na Lihcs/aturan Guiihan. 

Should you have any questions, please feel free to contact our office at 472-7679. 

Si Yu 'os Ma' iise! 

Attachment 



Bill 

NO. SPONSOR 

T,A. Morrison 

319-32 (LS) 

BHI Introduced/History 

4/14/2014 5:00 PM 

f Mina'Trentai Das Na Lihes/aturan Received 
Bill Log Sheet 

DATE DATE CMTE 

TITLE INTRODUCED REFERRED REFERRED 

AN ACT TO ADD A NEW ARTICLE 3 TO 04/14/14 04/14/14 Committee on the 

CHAPTER 46, TITLE 9, GUAM CODE 12:32 p.m. Guam U.S. Military 

ANNOTATED RELATIVE TO CREATING THE Relocation, Homeland 

"COMPUTER SPYWARE PROTECTION ACT," Security, Veteran's 

Affairs, and Judiciary 

FVD>>' VM>L 

HEARING COMMITTEE 

DATE REPORT FILED FISCAL NOTE! 



FIRST NOTICE - Public Hearing on Monday, April 28, 2014 at 9:00 AM 

Office of Sen. Frank B. Aguon, Jr.<committee@lrankaguonjr.com> Fri, Apr 18, 2014 at 9:33 AM 
To: phnotice@guamlegislature.org 
Cc: "Office of Senator Frank B. Aguon, Jr."<admin@frankaguonjr.com>, "Senator Frank B. Aguon, Jr. Legislatil.€ 
Policy" <policy@frankaguonjr.com>, Senator Aguon Communications <media@frankaguonjr.com> 

April 18. 2014 

ME'WJRANDUM 

TO: All Honorable Senators/Media/Stakeholders 

FROM: Chaimian. Committee on Guam US Military Relocation. Veterans· A !fairs. Homeland Security and Judiciary 

SUBJECT: FlR5T NOTICE of Public Hearing on Monday. April 28. 2014 at 09:00 AM 

Bue11asya11 Hafa At/ail 

The Committee on Guam US Military Relocation. Homeland Security, Veterans' Affairs and Judiciary has scheduled a 
public hearing on Mondav. April 28. 2014 at 09:00 AM in I Liheslaturan Guahan 's Public Hearing Room. Hagatfla, on the 

following: 

Bill No. 301 ·32 (COR)-An Act to amend§ 52.30 of Chapter 52. Title 9 Guam Code Annotated relative to the Crime 
of Un sworn Falsification. (Sponsored by Senator Brant T. MeCrcadic) 

Bill No. 302·32 (COR)- An Act to repeal§ 73127 and to repeal and reenact § 73130 of Chapter 73.Title 5 Guam Code 

Annotated relative to establishing fines and penahies for individuals who make false statements to a Guam Customs 

Officer. (Sponsored by Senator Brant T. MeCreadie) 

Bill No. 317-32 (LS)· An Act to Add a New Article 4 to Chapter46 of9GCA relative to the Crime of 

Phishing. (Sponsored by Senator Tommy Morrison) 

Bill No. 318-32 (LS)- An Aet to Add a New Article 5 to Chapter 46. Title 9. Guam Code Annotated relative to 

Creating the "Computer Protection Act." (Sponsored by Senator Tommy Morrison) 

Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating 

the "Computer Spyware Protection Act." (Sponsored by Senator Tommy Morrison) 

-rhe ('orntnittee requests that. if\vritten testi1110nies are to be presented at the hearing. copies be subtnitted one day prior to 

the public hearing date. to the Office of Senator Frank 13. Aguon. Jr.. or via fax to 475·GUM3(4863). or via email 
to '.lg11m11g.cw11l(cc.g 

at 

(~opies of the af0ren1entioned Elill(s) lltay be obtained at I Lihcslaturan (,Judhan 's website 

Individuals requiring special accommodations or services: please contact Fred ··Rico" 
'raitague via e111ail at cor1:nr1ncr11or1 or 1'v1att -ropasna via e111ail at or please 

contact the office directly at 477·GUM li2. 



Thanks! 
Committee on Guam US Military Relocation, Veterans Affairs, Homeland Security and Judiciary 
Office of Senator Frank 8_ Aguon_ Jr 

155 Hesler PL Suite 104_ Hagatna Guam 9691 O 

Tel: (671) 475-GUtv1il2 (4861/2) 

Fax (671) GUtv13 {4863} 

NOTICE 
contain confidentia' 
intended recipient 

FBA_ 1stNoticePH(28APR14).pdf 
502K 

any is for the &J\e use of the intended recipient(s) and may 
unauthortzed revif>fJ_ use, disclosure is prohibited not 

of the original message 
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Senator 
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Judith T. won Pat, Ed.D. 
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Rory J. Respicio 
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Senator 
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Senator 
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Committee Member 

Senator 
v. Anthony Ada 
Committe<t Member 

Senator 
Michael Llmtiaco 
Committ~ Member 

Senator 
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Committ~ Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA 'TRENT Al DOS NA LIHESLA TUR AN GU A HAN / J2ND GUAM LEGISLA TUR£ 

April I 8, 2014 

MEMORANDUM 

TO: 

FROM: Chainnan, Committee on Gum 
Homeland Security and Judie 

SUBJECT: nday, April 28. 2014 at 09:00AM 

Buenos yan Hafa Adail 

The Committee on Guam US Military Relocation. Homeland Security. Veterans· Affairs and Judiciary has 
scheduled a public hearing on Monday. April 28. 2014 at 09:00 AM in I Liheslaturan Guahan 's Public 
Hearing Room, HagAtila, on the following: 

• Bill No. 301-32 (COR)- An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated 
relative to the Crime of Unswom Falsification. (Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR)- An Act to repeal§ 73127 and to repeal and reenact§ 73130 of Chapter 
73,Title 5 Guam Code Annotated relative to establishing fines and penalties for individuals who 
make false statements to a Guam Customs Officer. (Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS). An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the Crime 
of Phishing. (Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS) • An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code Annotated 
relative to Creating the "Computer Protection Act." (Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)· An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated 
relative to creating the "Computer Spyware Protection Act." (Sponsored by Senator Tommy 
Morrison) 

The Committee requests that. if written testimonies are to be presented at the hearing, copies be submitted one 
day prior to the public hearing date, to the Office of Senator Frank B. Aguon, Jr., or via fax to 475-
GUM3(4863), or via email to aguon4guamfiilgmail.com. Copies of the aforementioned Bill(s) may be 
obtained at I Liheslaturan GuiJhan 's website at ww\v,gua1nlegislature.cont Individuals requiring special 
accotnrnodations or services: please contact Fred ''Rico" Taitague via email at comn1ittee1@franka.guocir.corry_ 
or Matt Topasna via email at QQD_CJl@fi:~nkaguoniLCQDL or please contact the office directly at 477-GUM I /2. 

Si Yu'os Ma'iisel 

cc: Clerks 

MIS 
Sgt-at-Amis 

Pf.iONE: (671)47!i-·GUM1/2 ('4861/2) I FAX'. \671).t75-GUM3 (4M3) 
155 HESLER PL.4.CE HAGATN1',GUAM 96~10 I £MAIL AGUON.ii GUAM o GMAtL.COM 

WWW.FRANl<AGUONJR.COM 
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SECOND NOTICE - Public Hearing on Monday, April 28, 2014 at 9:00 AM 

Office of Sen. Frank B. Aguon, Jr. <committee@frankaguonjr.com> Wed, Apr 23, 2014 at 12:06 PM 
To: phnotice@guamlegislature.org 
Cc: Guam Legislature Clerks Office <clerks@guamlegislature.org>, mis@guamlegislature.org, 
sgtarms@guamlegislature.org, "Office of Senator Frank B. Aguon, Jr." <admin@frankaguonjr.com>, "Senator Frank 
B. Aguon, Jr. Legislati1.e Policy" <policy@frankaguonjr.com>, Senator Aguon Communications 
<media@frankaguonjr.com> 

April 23, 2014 

MEMORANDUM 

TO: All Honorable Senators/Media/Stakeholders 

FROM: Chairman, Committee on Guam US Military Relocation, Veterans' Affairs, Homeland Security and Judiciary 

SUBJECT: SECOND NOTICE of Public Hearing on Monday, April 28, 2014 at 09:00 AM 

Buenasya11 Hafa Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and Judiciary has scheduled a 
public hearing on Monday, April 28, 2014 at 09:00 AM in I Liheslaturan Guahan 's Public Hearing Room, Hagatfta. on the 
following: 

Bill No. 301 ·32 (COR)- An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated relative to the Crime 
ofllnswom Falsification. (Sponsored by Senator Brant T. Mccreadie) 

Bill No. 302·32 (COR)-An Act to repeal§ 73127 and to repeal and reenact§ 73130 of Chapter 73,Title 5 Guam Code 
Annotated relative to establishing fines and penalties for individuals who make false statements to a Guam Customs 

Officer. (Sponsored by Senator Brant T. McCreadie) 

Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Cbapter46 of9C£A relative to the Crime of 
Phishing. (Sponsored by Senator Tommy Morrison) 

Bill No. 318-32 (LS) - An Act to Add a New Article 5 to C.'hapter 46. Title 9, Guam Code Annotated relative to 

Creating the "Computer Protection Act." (Sponsored by Senator Tommy Morrison) 

Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating 
the "Computer Spyware Protection Act." (Sponsored by Senator Tommy Morrison) 

The Committee requests that, if\vritten testimonies are to be presented at the hearing, copies be submitted one day priorto 
the public hearing date, to the Office of Senator Fmnk B. Aguon. Jr .. or via fax to 475-GUM3(4863), or via email 
to ag1mr14gua:m(iygrmil.ecim. Copies of the aforementioned Bill(s) may be obtained at I Lihes/aturan Guahan 's website 
at W\\'WJrnamlc:c Individuals requiring special accommodations or services; please contact Fred "Rico" 
Taitague via email at cornmiHce(a)famkag110r1jr.1:orn. 
contact the office directly at 477-GUM 1/2. 

or Matt Topasna via email at or please 



Si Yu'os Ma'dse! 

Thanks! 
Committee on Guam US Military Relocation, Veterans Affairs, Homeland Security and Judiciary 
Office of Senator Frank 8. Aguon_ Jr 

155 Hesler PL Suite 104. Hagatfla. Guam 96910 

Tei (671)475-GUM112 (486112) 

Fax (671) GUM3 (4863) 

NOTICE The information in this e-maii message_ inc1ud111g any att&chrr1ents 's for the sole use of the ;ntended recipient(s) and may 
contain confidential and privileged information Any unauthorized review, use. disclosure or distribution is prohibited ff you are not the 
intended recipient, please contact me by reply e>mBci! and destroy aii copies of the original message 

t!_j FBA_2ndNoticePH(28APR14).pdf 
502K 

Adam Bearce <adam@guamlegislature.org> Wed, Apr 23, 2014 at 12:13 PM 
To: "Office of Sen. Frank B. Aguon, Jr." <committee@frankaguonjr.com>, Yong Pak <yong@guamlegislature.org> 

Done 

!Quoted text hidden] 
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Judith T. won Pat, Ed.D. 
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Rory J. Respicio 
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Senator 
Thomas C. Ada 
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Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
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Committee- Member 

Senator 
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Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI DOS NA LIHESLA TUR AN GUAHAN / 32ND GUAM LEGISLATURE 

April 23. 2014 

MEMORANDUM 

TO: All Honorable Senators/Media/Stakeholders 

FROM: 

SUBJECT: 

Chainnan. Committee on Gua 
Homeland Security and Judici 

SECOND NOTICE of Public 

Buenos yon Ha/a Adai! 

onday. April 28. 2014 at 09:00AM 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and Judiciary has 
scheduled a public hearing on Monday. April 28, 2014 at 09:00 AM in I Lihes/aturan Guahan 's Public 
Hearing Room, Hagatila, on the following: 

• Bill No. 301-32 (COR) - An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated 
relative to the Crime ofUnsworn Falsification. (Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR)- An Act to repeal§ 73127 and to repeal and reenact§ 73130 of Chapter 
73,Title 5 Guam Code Annotated relative to establishing fines and penalties for individuals who 
make false statements to a Guam Customs Officer. (Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS)- An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the Crime 
of Phishing. (Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code Annotated 
relative to Creating the "Computer Protection Act." (Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9. Guam Code Annotated 
relative to creating the "Computer Spyware Protection Act." (Sponsored by Senator Tommy 
Morrison) 

The Committee requests that, if wrinen testimonies are to be presented at the hearing. copies be submitted one 
day prior to the public hearing date, to the Office of Senator Frank B. Aguon, Jr., or via fax to 475-
GUM3(4863), or via email to ~guon4guaip1ii•gmail.con1. Copies of the aforementioned Bill(s) may be 
obtained at I Liheslaturan (JuJhan ·s •,.\'ebsite at ~w_!_y.guan1legislature_co1n_ Individuals requiring special 
accommodations or services~ please contact Fred '"'Rico'' Taitague via email at £Q}.1J.rnitteerliifr<!EL~E-fil!_QJJ.ir.,~on1 
or Matt Topasna via email at QQJicy:ll>fr_q[l_~_at:uonit:~~-Q!lL or please contact the office directly at 477-GUM I 12. 

Si Yu'os Ma'iise! 

cc: Clerks 
MIS 
Sgt-at-Anns 

PHONE: (671)41S-GUM1/2 (4$61/2} I FAX: (67l)475-GUM3 (486:!) 
1SS HESLER PLACE HAGATNA,<'.iUAM ~G91Ci j EMAIL: AGUON4GOAM a GMA!L,COM 

WWW.FRANKAGUONJR.COM 





Sponsor Notification: Bill No. 317-32(LS), Bill No. 318-32(LS), Bill No. 319-
32(LS) 

Office of Senator Frank Aguon, Jr. Admin <admin@frankaguonjr.com> Tue, Apr 15, 2014 at 10:40 AM 
To: Tommy Morrison <tommy@senatorrnorrison.com> 
Cc: "Frank Aguon, Jr."<aguon4guam@gmail.com>, "Comm. on Guam US Military Relocation, Homeland Security, 
Veterans' Affairs and Judiciary" <committee@frankaguonjr.com>, "Senator Frank 8. Aguon, Jr. LegislatilA'l Policy" 
<policy@frankaguonjr.com>, Senator Aguon Communications <media@frankaguonjr.com> 

April 15, 2014 

To: 

From: 

THE HONORABLE THOMAS MORRISON 

SENATOR FRANK B. AGUON, JR. 

Subject: 

Chairperson, Committee on Guam U.S. Military Relocation, Homeland Security, 
Affairs, and Judiciary 

Public Hearing for Bill No. 317-32(LS); Bill No. 318-32(LS); and Bill No. 319-32(LS) 

scheduled for Monday, April 28, 2014 at 9:00 AM. 

Veterans 

The Committee on Guam U.S. Military Relocation, Homeland Security, Veterans Affairs, and Judiciary will 
conduct a public hearing at on Monday, April 28, 2014 at 9:00AM at the Guam Legislature's Public Hearing 
Room, and among the items on the agenda is the following Bill of which you are the author. 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relatilA'l to the Crime of 
Phishing. 

• Bill No. 318-32 (LS) -An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated relatilA'l 
to Creating the "Computer Protection Act." 

• Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46. Title 9, Guam Code Annotated relati1.e 
to creating the "Computer Spyware Protection Act." 

You may notify the appropriate go1.ernment agencies, organizations, and persons who may wish to provide 
written and/or oral testimony on this bill. Thank you for your kind attention 

Si Yu'os Ma'ase' ' 

Thanks! 
Office of Senator Frank B. Aguon, Jr. 



Committee on Guam US fl.4i!itary Relocation. Veterans Affairs. Homeland Security and Judiciary 

155 Hesler PL Suite 104, Hagatna. Guam 9691 O 

Tel (671I475-GUM112 (486112) 

Fax (671 I GUM3 (4863) 

NOTICE The inforrnat;on in this e~maiJ meS$8ge. induding any a:ttachmerHK is for the sole use of the intended recipient{sf and may 
contain confidentia! and privileged fnforrnation unauthorr.zed review. USiS disclosure or distribution is profdbited lf you not the 
tntended please contact me by rep~y e-rnafL destroy ail copies the originai message 

SPONSOR NOTIFICATION BILL NO. 317-32_LS_ -318-32_LS_-319-32_LS_.pdf 
504K 
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GUAM U.S. MILITARY RELOCATION 
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April 15, 2014 

To: 

From: 

Subject: 

THE HONORABLE THOMAS MORRISON 

SENATOR FRANK B. AGUON JR. 

Chairperson, Committee on Guam U.S. Military Relocation, Homeland 
Security, Veterans Affairs, and Judiciary 

Public Hearing for Bill No. 317-32{LS); Bill No. 318-32(LS); and 

Bill No. 319-32(LS) scheduled for Monday, April 28, 2014 at 9:00AM. 

The Committee on Guam U.S. Military Relocation, Homeland Security, Veterans Affairs, and 
Judiciary will conduct a public hearing at on Monday, April 28, 2014 at 9:00AM at the Guam 
Legislature's Public Hearing Room, and among the items on the agenda is the following Bill of 
which you are the author. 

Bill No. 317-32 (LS) -An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime of 
Phishing. 

Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated 
relative to Creating the "Computer Protection Act." 

Bill No. 319-32 (LS) · An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated 
relative to creating the "Computer Spyware Protection Act." 

You may notify the appropriate government agencies, organizations, and persons wbo may wish to 
provide written and/or oral testimony on this bill. Thank you for your kind attention. 

Si Yu'os Ma'ase' I 

F>HONE: c&n).C7S-GUM1/2 {'4$61/2) I FAX: (671).475-40"3 (au} 
1S!S HESLER Pi.ACE HAGATN.f.,GUAM H910 I EMAIL:-AGuotUOUAM~MAJLCOM 

WWW.FRANKAGUONJR.COM 
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GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI DOS NA LIHESLATURAN GUAHAN / J2ND GUAM LEGISLATURE 

Notified Stakeholders 

• All Senators/Stakeholders/Media Outlets 
• Governor Eddie B. Calvo 
• Congresswoman Madeleine Z. Bordallo 
• Chief Justice Robert J. Torres, Jr. 
• Special Assistant to the Governor on Military Buildup & Infrastructure 

o Mark Calvo 

• Guam Customs & Quarantine Agency 
o Pedro Leon Guerrero, Director 
o Rafalle J, M, Sgambelluri, Chief 

• Guam Homeland Security Advisor 
o Ambrose Constantino 

• Office of Veterans Affairs 
o The Honorable John Unpingco, Esq, 

• Office of Civil Defense 
o James T. McDonald, Administrator 

• Office of the Attorney General 
o Attorney General Leonardo G. Rapadas 

• Public Defender Service Corporation 
o Eric D, Miller 

PHONE; (611}475-GUM1/2 (4-861/2} I FAX: (671)475-GUMl (""S6l) 
1~~ HESL.fifi' Pl~C!; H,t,GA TNA,GUAM 96910 f EMAIL: ,t,OUON.(C:..UAM o-GMAIL.COM 

WWW ~QANKAC.lJON I~ C"OM 
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April 18,2014 

The Honorable Eddie Baz,a Calvo 
Governor of Guam 
513 West Marine Corps Drive 
Hagi\tila, Guam 9691 0 
5ient via email to: g.oven1ort(l';gu~[lJ.gov 

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM 

Buenos yan Hafa Adai! 

The Committee on Guam US Military Relocation, llomeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Mondav. April 28. 2014 beginning at 9:00am at I 
Lihes/aturan Gudhan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Crin1e oflJnsworn Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 317-32 (LS)-An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)-An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the °Co1nputer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frdllk B. Aguon. Jr., or via fax to 475-GUM3(4863), or via email to 
aguon4~uam1£vgmail.com. Copies of the aforementioned Bill(s) may be obtained at I liheslaturan 
GuJhan 's website at \V\v\\·.guamlegislature~f_QJ}J. Individuals requiring special acconunodations or 
services, please contact Fred "Rico" Taitague via email to cornrnitteeriiitr-Jnkae:u_9_njr.con1 or Matt 
Topasna via email to QQucy1ii1fr'!DJrng_~onjrcom or please contact the office directly at 477-GUM 1/2. 

--·· 
an1 U.S. Militarv Rdocation. Homeland Securitv, Veterans· Attairs. and the Juditiar.Y 

iheslaturan Guahan· I 32nd Guam Legislature -

PH,_..N£: (671}415-GUMl/2 (4861/2) I f'AX: <671}t75-GUM3 (.(Sbl} 

155 HESLER Pl.AC£ HAGATNA,OUAM 96910 I EMAIL: AOUON.otGUAMoGMAILCOM 

WWW.FRANKAGUONJR.COM 
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Senator 
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Senator 
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Senator 
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Senator 
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April 18,2014 

The Honorable Madeleine Z. Bordallo 
Congresswoman of Guam I Guam Delegate 
120 Father Duenas Avenue Suite I 07 
Hagatila. Guam 9691 0 
Sent via email tu: mi1!Jeleine.borcj111J91£:nrniLhouse.g()y 

RE: Public Hearing scheduled for Monday. April 28. 2014 at 9:00AM 

Buenos yan Ha/a Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday. April 28, 2014 beginning at 9:00am at I 
Liheslaturan Guiihan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Crime ofUns\\'Orn Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a (J-uam Customs Officer. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 317-32 (LS) -An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46. Title 9. Guam Code 
Annotated relative to C'reating the !!Computer Protection Act" 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Cotnputer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned ite1ns iinpact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frank B. Aguon. Jr .. or via fax to 475-GUM3(4863), or via email to 
il£UQJ]'.lgyamliiJginail.co[l). Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
(}uAhan·s website at ~)~:\'!'~.£Uarnlegislatui:~'"'f.9JU. Individuals requiring special accommodations or 
services, please contact Fred "Rico" Taitague via etnail to £pmmitteer((Hfaqkgg~n . .nir.con1 or Matt 
Topasna via email to oolicy1t7~fi:;:!Dl_9._g_uonjr.con1 or please contact the oflice directly at 477-GlJM li2. 

G.llfrJN, JR. 
l,S, Militarv ReltK:ation, Hon1eland Securitv, Veterans' /\ft8irs. and the Judici<m 

· eslatur.tn Guahan' I 32nrl Guam Legislature - . 

PHONE (671)475-GUMl/1 (•861/2) I FAX: (671}475·GUMl (•863) 
155 HESLER Pl.ACE f.fAGATNA,<.H.IAM 9-6910 I £MAJL: AGUON4GUAMo~MAILCOM 

WWW.FRANKAGUONJR.COM 
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April 18. 2014 

The Honorable Robert J. Torres, Jr. 
Chief Justice of Guam 
Suite 300. Guam Judicial Center 120 West O'Brien Drive 
Hagfttna. Guam 96910 
S'ent via ernail to: ti!QIT~~@g.~1arnsup~~!n~s~_Q_~-~r:t~~n!l1 

RE: Public Hearing scheduled for Monday. April 28. 2014 at 9:00AM 

Buenos yan Hafa Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28. 2014 beginning at 9:00am at I 
Lihes/a!Uran Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Critne ofUnswon1 Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR)- An Act to repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam (~usto1ns Officer. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317 -32 (LS) . An Act to Add a New Article 4 to Chapter 46 of 9GC A relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)-An Act to Add a New Article 5 to Chapter 46. Title 9. Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS). An Act to Add a New Article 3 to Chapter 46, Title 9. Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items itnpact your agency or organization. we encourage you to 
participate in this upcoming Public Hearing. The Comtnittee requests that if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date. to the Office 
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to 
a£.uon412uanvlllgtJE!iL .. c:2m. Copies of the atOrementioned Bill(s) may be obtained at I Liheslaturan 
GuAhan's website at \V\\'\\-·.euqml~g_i_~J_g..ture.co111. Individuals requiring special accommodations or 
services, please contact Fred "Rico" Taitague via email to com1nittei;:@tIAn:k~ld.Q!ljr.com or Matt 
Topasna via email to P.QJjsJ:t~t__fyankaguofJ.LL~9JD_ or please contact the office directly at 477-CilJM I /2. 
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Senator 
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Senator 
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Commltte-e Vke Chttirpen;on 

Speaker 
Judith T. Won Pat, Ed.D. 

CommftteQ Member 

Senator 
Rory J. Respicio 
Committee Memb.=tt' 

Senator 
Thomas c. Ada 
Committee Member 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
Michael Llmtiaco 
Committ~ Member 

Senator 
Thomas Morrison 

Committee M~ba' 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTA/ DOS NA LIHESLATURAN GUAHAN / !12ND GUAM LEGISLATURE 

April 18. 2014 

Mark Calvo 
Special Assistant to the Governor on Military Buildup and Infrastructure 
513 West Marine Corps Drive 
Hagatila, Guam 9691 O 
,)ent via entail to: rnark.c_illy_q((])evan1.gov 

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM 

Buenas yan Ha/a Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Vetemns' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at9:00am at I 
Liheslaturan Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52. Title 9 Guam Code 
Annotated relative to the Crime ofUnsworn Falsification. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 302-32 (COR)-An Act to repeal§ 73127 and to repeal and reenact§ 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T, Mccreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)-An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that. if written testimonies are to 
be presented at the hearing. copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to 
ilQUOn4"uamli1igmaiLcon1. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
Gu<ihan's website at y..-·w~'.guatnlegislature.con1. Individuals requiring special accommodations or 
services. please contact Fred "Rico" Taitague via email to con1n1itte~frankaguonir.com or Matt 
Topasna via email to ml1i:J:@Ji~nkaguon1r.com_ or please contact the office directly at 477-GUM 1/2. 

1 U.S. Military Relocation. Homeland Security, Veterans' Atlairs. and the Judiciaf)' 
,i eslaturan CiuAhan i 32nd Guam Legi:;;lature 

PHONE: (67!}475·GUMt/2 (4B61/1} I FAX: {6J1) .. 15·GUM3 ( .. 061) 
155 HESLFiR J>L.AC:h HAGATNA,GUAM ~Q!O I EMAIL: AGUON4GUAM o-GMAIL.COM 

WWW.HIANKAGUONJl!.COM 



c------------- C 0 MM ITT EE 0 N -------------

Senator 
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Judith T. Won Pat, EdD. 

Committee- Member 

Senator 
Rory J. Respicio 
Committee Member 

Senator 
Thomas C. Ada 
Committee Member 

Senator 
Dennis G. Rodriguez, Jr. 

Committ~ Memb{or 

Senator 
v. Anthony Ada 
Committee Membe-r 

Senator 
Michael Llmtiaco 
Committee Mltmbet 

Senator 
Thomas Morrison 

Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI DOS NA LIHESLATURAN GUAHAN / 32ND GUAM LEGISLATURE 

April 18, 2014 

Pedro A. Leon Guerrero, Jr. 
Director, Guam Customs and Quarantine Agency 
770 East Sunset Boulevard Airport Road 
AB WonPat, Guam 96913 
S'ent via e"iail to: p~Qr~).leonguerr~r~!@~g<:t.guan1.goy 

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM 

Buenos yan Htifa Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28. 2014 beginning at 9:00am at I 
Lihes/aturan Gu<ihan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52. Title 9 Guam Code 
Annotated relative to the Crime oflJnswom Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact§ 73130 of 
Chapter 73.Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false state1nents to a Guam Customs Officer. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46. Title 9. Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that. if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date. to the Office 
of Senator Frnnk 13. Aguon. Jr., or via fax to 475-GUM3(4863). or via email to 
aeruon40-ua1n1ii,r.-1najl,.~n.m. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
GuAhan 's \vebsite at \V\V\V_ uuamL~fil.8£ttUre.com. Individuals requiring special accommodations or 
services, please contact Fred "Rico" 'J'aitague via email to con)mit1~-~_@fi:;;i_nkaguonjr_co1n or Matt 
Topasna via email to Q.Qlj£j·:@frankaguqnic£_Q!J.L or please contact the office directly at 477~GUM I /2. 

li_S. ~1ilitarv Relocation, Hon1eland Sccuritv_ Vete-rans' Aff3irs, and the Judiciaf) 
l'"Slaturan Ciuahru{ I 32M Guatn Legislature . 
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Senator 
FRANK B. AGUON,JR. 

Committee Chairperson 

Senator 
Tina Muna-Barnes 

Committoo Vice Chairperson 

Speaker 
Juclth T. Won Pat, EdD. 

Committee Mtttnber 

Senator 
Rory J. Respicio 
Committ..:-e Member 

Senator 
Thomas C. Ada 
Commltt&e M~ber 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
v. Anthony Ada 
Commftt~ Member 

Senator 
Michael Limtiaco 
Committ~ Member 

Senator 
Thomas Morrison 

Committee Mem~r 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI 005 NA L/HESLATURAN GUAHAN / J2NO GUAM LEGISLATURE 

April 18, 2014 

Raffaele Sgambelluri 
Chief, Guam Customs and Quarantine Agency 
770 East Sunset Boulevard Airport Road 
AB WonPat, Guam 96913 
1)ent via e1nail to: r11J]'aele.s_g~JJJ_Q_~U-~~fj(Q\cga.uuanLI-!\~!' 

RE: Public Hearing scheduled for Monday, April 28. 2014 at 9:00AM 

Buenas yan Ha/a Adai! 

The Committee on Guam US Military Relocation, Homeland Security. Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at I 
Liheslaturan Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Cri1ne ofUnsworn Falsification. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 302-32 (COR) -An Actto repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Gua1n Custo1ns Officer. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS) -An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the uco1nputer Spywarc Protection Act. 0 

(Sponsored by Senator Tommy Morrison) 

If you feel the above 1nentioned items in1pact your agency or organization. we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date. to the Office 
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to 
aguon_4g_u?m1ii:gmail.com. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
(JuAhan·s website at };~~~'_\_~.!.'Uan11ezis!ature'"'£9!]]. Individuals requiring special accommodations or 
services, please contact Fred "Rico" Taitague via email to fi!!llmittee((/"frankqg__u_Qnjr.com or Matt 
Topasna via email to policvr11'fnmki!fil!0njr.com or please contact the office directly at 477-GUM 1/2. 

ilitarv Relol:ation, Ho1neland Securitv, Veterans· Affairs, and the Judiciarv 
turan GuAha~ i 32nd Guan1 Legislature . -
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Senator 
FRANK B. AGUON,JR. 

Committee Cfulif"J)@rSOO 

Senator 
Tina Muna-Barnes 

Committee Vice Chairperson 

Speaker 
Judith T. won Pat, EdD. 

Commltti&e Member 

Senator 
Rory J. Respicio 
Committee Member 

Senator 
Thomas C. Ada 
Committee Member 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
Michael Limtiaco 
Committee M~ber 

Senator 
Thomas Morrison 

Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI DOS NA L/HESLATURAN GUAHAN / 32ND GUAM LEGISLATURE 

April 18, 2014 

Ambrosio Constantino 
Advisor, Guam Homeland Security 
22 I B Chalan Palayso 
Agana Heights, Guam 96910 
,S'ent via e1nail to: arnbr,Q~jQ!f9nstantino(tiigbig_1-11u11zov 

RE: Public Hearing scheduled for Monday. April 28, 2014 at 9:00AM 

Buenas yan Ha/a Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28. 2014 beginning at 9:00am at I 
Liheslaruran Ciuahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)- An Act to amend§ 52.30 of Chapter 52. Title 9 Guam Code 
Annotated relative to the Crime ofUnsworn Falsification. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 302-32 (COR)-An Act to repeal§ 73127 and to repeal and reenact§ 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam ('uston1s Officer. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS)- An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to 
aguon4guam@gmail.com. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
(iuahan's website at .w1,vv..·.guan1legislature.~g1n. Individuals requiring special accommodations or 
services, plea";e contact Fred "'Rico'' Taitague via email to con1mittee<i:Vfran_~a£uonir.com or Matt 
Topasna via email to policyr(l)ff!fOk£1£Uonir.co1n or please contact the oflice dlre-ctly at 477-GUM 112. 

1ilitar.Y Relocation, Homeland Security, Veterans· Affairs, and the Judiciary 
nin GuAhan I 32r.d G-uan1 Legislature 

PHONE: (611)-475·GUM1/:2 (4-861/2} I FAX: (l;.71)-47S·GUMl (41%3) 
15! HESLE~ PLACE HAGATNA,GUAM 9GQ10 j EMA!!.: AGU-ON4GUAM .;i-GMAILCOM 

WWW.FRANKAGUONJR.COM 



------------- C 0 MM ITT EE 0 N -------------

Senator 
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Senator 
Tina Muna-Barnes 

Committee Vice Chairperson 

Speaker 
Judith T. Won Pat, Ed.D. 

Committee Member 

Senator 
Rory J. Respicio 
Committee Member 

Senator 
Thomas C. Ada 
Committw Membffr 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Memb-er 

Senator 
Michael Limtiaco 
committ4*! Membm' 

Senator 
Thomas Morrison 
Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENT Al DOS NA L/HESLA TUR AN GU A HAN f 32ND GUAM LEGISLATURE 

April 18, 2014 

The Honorable John Unpingco, Esq. 
Administrator, Office of Veterans Affairs 
172 S. Marine Drive, Asan 
Hagatfta, Guam 9691 0 
S~enf VfG CllUJff /O: jQ_b_D.:!:i_!:!Qi!Jfil_~~;'tJ')g\.'.aO.gtta?n.gnV 

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM 

Buenos yan Hafa Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday. April 28. 2014 beginning at 9:00am at I 
Liheslaturan Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR) - An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Crime ofUnswom Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR)-An Act to repeal§ 73127 and to repeal and reenact§ 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)· An Act to Add a New Article 5 to Chapter 46, Title 9. Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Co1nputer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing. copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frank B. Aguon. Jr .. or via fax to 475-GUM3(4863), or via email to 
'!glJ_Q!l4Quam!iiJgmail.com. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan 
GuAhan 's website at \\"\V}_t{,_gg]!n1 ltfilLaJ.LI[~.cf.9J.!l. Individuals requiring special accommodations or 
services, plea.;;e contact Fred "Rico" Taitague via email to conunittee1Cli1T~nkEg1J9_aj_r.com or Matt 
Topasna via email to tt12lisyraifrankacuonjr.com or please contact the office directly at 477-GUMl/2. 

Chairman on G Military Rclol:ation. Ho1neland Security. Veterans' Affairs, and the Judiciar:y 
slaturan Guahan I 32nd Guan1 J ,egislaturc 
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Senator 
FRANK B. AGUON.JR. 

Committee Chairperson 

Senator 
Tina Muna-Barnes 

Committee Vice Chairperson 

Speaker 
Juclth T. Won Pat, Ed.O. 

Committe.t:f Member 

Senator 
Rory J. Respicio 
Committee Member 

Senator 
Thomas C. Ada 
Committ~ Memb-0r 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
Michael Limtiaco 
Committee Member 

Senator 
Thomas Morrison 
Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TR£NTAI DOS NA LIH£SLATURAN GUAHAN f 32ND GUAM LEGISLATURE 

April 18, 2014 

The Honorable Leonardo G. Rapadas 
Attorney General of Guam 
237 W. O'Brien Drive 
Hagatfia, Guam 9691 O 
S'ent via email to: lg~~Jll>i.!~~~D-1~£:£..QY 

RE: Public Hearing scheduled for Monday. April 28, 2014 at 9:00AM 

Buenas yan Hafa Adai! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday. April 28. 2014 beginning at 9:00am at I 
Liheslaturan Gutllum. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)-An Act to amend§ 52.30 of Chapter 52. Title 9 Guam Code 
Annotated relative to the Crime of Unswom Falsification. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 317 -32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upco1ning Public Hearing. 'rhe Committee requests that if\.Vfittcn testimonies are to 
be presented at the hearing, copies be submined one day prior to the public hearing date, to the Office 
of Senator Frank B. Aguon. Jr., or via fax to 475-GUM3(4863), or via email to 
'!£!!.QT1_4gl)amriiignu!iLcom. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturnn 
(iuahan's website at ViV·i\.V.l!Uarnle 0 islature.com. Individuals requiring special accommodations or 
services, please contact Fred "Rico" Taitague via email to con1mittee(Q:,frankaguonir.com or Matt 
'f opasna via en1ail to policy('1,1fiJ!nkgguQD.iL£QXl1_ or please contact the office directly at 477-CilJM I /2. 
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Senator 
FRANK B. AGUON,JR. 

Committe-e Chairperson 

Senator 
Tina Muna-Barnes 

Committee Vice Chair~rson 

Speaker 
Judith T. Won Pat, Ed.O. 

Committee Member 

Senator 
Rory J. Respicio 
Committee M&mber 

Senator 
Thomas C. Ada 
Committee Member 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
Michael Limtiaco 
Committee Member 

Senator 
Thomas Morrison 

Committee Membqr 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TFIENTAI DOS NA LIHESLATURAN GUAHAN f J2ND GUAM LEGISLATURE 

April 18,2014 

James T. McDonald 
Administrator, Office of Civil Defense 
22 I B Chalan Palayso 
Agana Heights, Guam 9691 0 
:::;ent vi<1 emailto:J.in1.n1cdon'!lQ_@gh~.guanLgov 

RE: Public Hearing scheduled for Monday, April 28. 2014 at 9:00AM 

Buenos yon Hafo Adoi! 

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday, April 28, 20 I 4 beginning at 9:00am at I 
Lihes/aturan Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)- An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code 
Annotated relative to the Crime ofUnsv.-·om Falsification. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 317-32 (LS)-An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Cotnputer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above 1nentioned ite1ns itnpact your agency or organi1.ation, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office 
of Senator Frd!lk B. Aguon, Jr .• or via fax to 475-GUM3(4863), or via email to 
aguon4guamlll'Qmail.com. Copies of the aforementioned Bill(s) may be obtained at l Liheslaturan 
Gutlhan 's website at W\\1_~'.,.g_ua1nlegislature'"'s_~2m_. lndlviduals requiring special accommodations or 
services, please contact Fred "Rico" Taitague via email to £.On1mitt~~1Q"lfrankag:uqfilr.com or Matt 
Topasna via email to Q<.?.[i.<$(!'.!bmkfil(~.QD!f.com or please contact the office directly at 477-GUMl/2. 

' ilitaJ) Relocation. Homeland Security, Vderai1s' AtTairs. and the Judiciary 
uran Uuahan I 32nd Guam Legislature 

PHONE: (67l}41S·GUMl/2 (4S61/2} I FA)(: (£71)475«:0UM3 (4863) 
155 H£SLER Pl.ACE'. HAGATNA,GUAM %~10 I EMAIL: AGUON4GUAMaGMAIL.COM 

WWW.FRANKAGUONJR.COM 
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Senator 
FRANK B. AGUON,JR. 

Committee Chairperson 

Senator 
Tina Muna-Barnes 

Committee Vice Chairperson 

Speaker 
Judith T. Won Pat, Ed.O. 

Committoo Member 

Senator 
Rory J. Respicio 
Committoo M~be-r 

Senator 
Thomas C. Ada 
Committee M9tllbe1' 

Senator 
Dennis G. Rodriguez, Jr. 

Committee Member 

Senator 
V. Anthony Ada 
Committee Member 

Senator 
Michael Limtiaco 
Committqe M«miber 

Senator 
Thomas Morrison 
Committee Memb('r 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI DOS NA LIHESLATURAN GUAHAN f J2ND GUAM LEGISLATURE 

April 18. 2014 

Eric D. Miller 
Executive Director, Public Defender Service Corporation 
MVP Sinajana Commercial Bldg .. Unit B 
Sinajana, Guam 969 I 0 
Sent via email to: f!1Jillerilliguan1Jlg.sf.J1>'1 

RE: Public Hearing scheduled for Monday. April 28, 2014 at 9:00AM 

Buenas yan Hafa Adai! 

The Committee on Guam US Military Relocation, Homeland Security. Veterans' Affairs and 
Judiciary has scheduled a public hearing on Monday. April 28. 2014 beginning at 9:00am at I 
Liheslaturan Guahan. Included on the agenda are the following bills: 

• Bill No. 301-32 (COR)- An Act to amend ~ 52.30 of Chapter 52. Title 9 Guam Code 
Annotated relative to the Critne ofUnswom Falsification. 
(Sponsored by Senator Brant T. Mccreadie) 

• Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact§ 73 I 30 of 
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for 
individuals who make false statements to a Guam Customs Officer. 
(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of9GCA relative to the 
Crime of Phishing. 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 318-32 (LS)- An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code 
Annotated relative to Creating the "Computer Protection Act." 
(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS)- An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code 
Annotated relative to creating the "Computer Spyware Protection Act." 
(Sponsored by Senator Tommy Morrison) 

If you feel the above mentioned items impact your agency or organization, we encourage you to 
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to 
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Oftice 
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to 
~l!Q!l:f_guamrG\01naiLcon1. (~opies of the aforementioned Bill(s) may be obtained at J Liheslaturan 
Gufthan 's website at -~~{~Y.flLl!illlll~g.islaturc.corn_. Individuals requiring special accommodations or 
services, please contact Fred ''Rico" 'faitague via email to con1ml1~ttl11frankaguonir_com or Matt 
'fopasna via e1nail to n9licvr():ifrankag~t,_QfilLfon1 or please contact the office directly at 477-GUMl/2. 

. Mili · • elucation, Homeland Security. Veterans· AJfairs, and the Judiciary 
'r"!J.il"'l'"'an I Jtm Ciuan1 Legislature 

PHONSi:: (6n)A15·GUM1/2 (.(86l/2) I FAX: (671µ75-GUM! (4803) 
15~ HESL£R: ~LACE: HAGATNA,GUAM 9ti910 I EMAIL: AGUON.i!:GUAM" GMAlL.COM 

WWW.FRANKAGUONJR.COM 
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Senator 
FRANK B. AGUON,JR. 

Commltte-e Ch1:1frperson 

Senator 
Tina Muna-Barnes 

Committee Vice Chairperson 

Speaker 
Judith T. Won Pat, Ed.D. 

Committee Member 

Senator 
Rory J. Respicio 
Committee Member 

Senator 
Thomas C. Ada 
Committee Member 

GUAM U.S. MILITARY RELOCATION 
VETERANS' AFFAIRS I HOMELAND SECURITY I JUDICIARY 

I MINA'TRENTAI 005 NA LIHESLATURAN GUAHAN / 32NO GUAM LEGISLATURE 

PUBLIC HEARING 
Monday, April 28, 2014 at 9:00AM 

I Liheslaturan Guahan's Public Hearing Room, Hagdtiia 

AGENDA 

I. Call to Order 

II. Opening remarks/ Announcements 

III. Items for discussion: 

• Bill No. 301-32 (COR) - An Act to amend§ 52.30 of Chapter 52, Title 9 Guam Code 

Annotated relative to the Crime of Unswom Falsification. 

(Sponsored by Senator Brant T. McCreadie) 

• Bill No. 302-32 (COR)-An Act to repeal§ 73127 and to repeal and reenact§ 73130 

of Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and 

Senator penalties for individuals who make false statements to a Guam Customs Officer. 
Dennis G. Rodriguez, Jr. 

committ.., Member (Sponsored by Senator Brant T. McCreadie) 

• Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA 
Senator 

v. Anthony Ada relative to the Crime of Phishing. (Sponsored by Senator Tommy Morrison) 

CommittM Membl'?r 

Senator 
Michael Limtiaco 
Committee Member 

• Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam 

Code Annotated relative to Creating the "Computer Protection Act." 

(Sponsored by Senator Tommy Morrison) 

• Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam 

Senator Code Annotated relative to creating the "Computer Spyware Protection Act." 
Thomas Morrison 
commltte<> M""'ber (Sponsored by Senator Tommy Morrison) 

TV. Closing Remarks 

V. Adjournment 

PHONE: (67l} .. 75·GUM1/2 (.(0-61/2) i FA)(: (671)475-GUMl (-"'66:!) 
l55 HE:SLE:R PLACE HAGATNA,GUAM 96910 I EMAIL AGUON.(GUAM <:> GMA!LCOM 



Three bills aim to tackle Internet crime 
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WITH the growing prollferatron ofonline scams, Sen. TommyM:mison has rntroduced 

three bills thataim to protect Guam residents from Internet crimes. 

"Guam law is not "3rystrong in this area, and as we proceed into the Information A:Je, it 

is critical that we begin adopting laws that are consistent with e1.<Jlving crime," M::irrrson 

said in a statementaccompany;ng the bills. 

Bill 317, the Anti-Phishing Act, punishes indi"1duals who use decepti'-'3 means to steal 

bank account numbers, Social Security Numbers and passwords through the Internet 

Phishrng rs the act of attempting to acquire information such as usernames, 

passwords and credrt card details by masquerading as a trustworthy entity in an 

electronic communication. 

The bill would make phishing a third-degree felony and fine criminals up to $25,000 per 

violation. The bill would also allow victims to reco"3r up to $2 million in civil damages 

The second measure, Bill 318, The Computer Protectron Act, would punrsh rndi"1duals 

~· .. 
Sen. Tommy Morrison said Guam 

must begin adopting laws that are 

relevant to criminal activity in the 

Internet age. Variety file photo 

who use computers and/or Internet connections of others for the purpose of spamming with the intent to decei'-'3 or mislead 

recipients or an electronic mail service provider as to the origin of the message 

The third piece of legislation, Bill 319, The Computer Spyv;are Protection Act, seeks to punish individuals who, without the 

knowledge or permrssion of the owner, place spyware on another person's computer. Spyware is used primarily for covertly 

tracking Internet users' movements on the Web and serving pop-up ads to users 

According to M::irrison, the bills are necessary as Guam statute is currently limited in protecting Guam residents from these 

types of crimes. 

"Guam must begin adopting laws that are relevant to criminal activity in the Information A:Je. We ha\€ seen more and more 

cases where people are receiving bogus emails, under the disguise of local banks, with the intent to defraud them of their 

hard-earned money," the senator said. 



Internet Bil 

f_asr Cjxlatcd on T111;~\day. 15 Apnl 2014 f)7:35 

lfnrun by Vews Relcas1; 

Tucsdav. 15 April 201.f 07:23 

Guam Xeirs - 1 

to Protect Island Residents i\gain Fraud 

Guam - Senator tv1 orrison introduced three bills that prot&-1: Guam residents tfom Internet crimes, specifically in defrauding. 

The three bills introduced are The Anti-Phishing /\ct. The Computer Protection 1\ct. The C'omputer Spy\vare Protection .Act. 

"(fua1n !a1r is not re1}· strong in this area. and as we proceed into the 11?/brrnation Age. i1 is critical that we begin adopting laws that are consistent 

lrith evolving crime," Tv1orrison said. 

Bill 19 

READ the release from Senator l\torrison belolv: 

kfORR!SOY IVTROf)( ;CJ~<; 3 IVTUINET CR/JI/: B!!L'i 

Billv pro1ect (Juam residentsfi·om lnterne(fraud 

HJ/I !MMED!A1E RUEAS/c' 

April 14, 2014 

!1agatna, ( Juan1. .\'enator ,\/orris on introduced three hills todl~V 1hat protec1 ( Juan1 residents .frorn Internet crinu:s. "(;uarn law is not vel)' strung 

in this area. and as >re procer!d into the b?/(Jrmation Age, it is critical that we begin adopting laws that are consistent lrith ero/ring crin1e,' 

Jforrison said 

The hills introduced address attempts to dejl·aud (Juan1 resident5 using the internet.· 

B;f/ cc 317-32 (L,':,)_· The Anti~l'hishing Act- Punishes indiriduals· li'ho use deceptive 1neans to steal hank account nun1hers, social security nu111hers. 
and pass1rord~· Through the Internet Phishing is the act (~fat1en1pting to acquire i11filrn1ation such as usernames, passwords, and credit card detai/,

by 111asquerading as a trusnrorll~v entity in an electronic co1111nunication. lhe hi/I 1vo1tld rnakr! phLs-hing a 3rd degree ji!lony and.fines crin-iinalY up 

to $25,000 per violation The hill would also allrnv rictims to recor<::r up to $2,000.000 in civil Ja1nages. 

Billi: 31 H-32 rI51J-· The ( '01nputer Protection Ac1- Punishes individuals lFho use the cun1puters and-or internet connections qf others jhr the purpose 

(~fspanuninr; 1rith the intent 10 deceive or mislead recipienls or an ell!ctronic rnail serPice ptorider as to the origin l!lthe n1essar:e. 

Bill r! 3 J 9-32 rISJ. The ( 'ornpuler spyware Protection Act- Punishes individualv who, ffilhout the kno1rledf[e or pern1fa·sion (~flhe OW!U?r. place 

spJ1rare on another person's cornputer SpJ1rarc is used pritnari(rfhr unk1101rin;;;(v tracking buernet users n10l'e1nentv on the H'eh and serring 

pop-up ads to users. 

:lccording ro «...,enator \forrison, the bi/£;,- are necessary as (Juatn statute is current(r !irnited in protccTing (/uatn residentsji·orn these zvpes of er fines 

"(iuant fflftst begin adopting la11-s tJuu are relei·ant to crf!ninal actirizr in thi: lf?fi:Jrn1ation Af;e. ife hare seen ntorc and more t'ases where people arc 

rcceiring ho::z;us t!tnailv, undl!r the disguise l!f local hanks, trith thr! intent to d~ft·aud then1 (~fllu:ir hard earned n1one) 
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SEVERAL crime bills will be the subject of public hearings at the Guam Legislature today. including a set of measures which 

offer protection from Internet en mes and another set which seeks to introduce penalties for making false statements to law 

enforcers. 

Sen. Frank Aguon. chairman of the JUdiciarycommittee. is to convene the public hearing at 9 a.m 

Among the bills to be heard are 301 and 302. introduced by Sen. Brant McCread1e, relative to making false statements to law 

enforcers. 

As proposed by Bill 302. those caught making verbal or written false statements to a Guam Customs and Quarantine Agency 

officer would be guilty of a violation punishable by a fine of $500 for the first offense. $1.000 for a second offense and $10.000 

for the third and all subsequent offenses 

Under current Guam law, the customs agency does not have the ability to cite individuals who make false declarations. 

Mccreadie said the intent of the bill is to eventually eliminate prohibited items from entering Guam and gives the customs 

agency the mandate it needs to properly seize and eventually destroy illegal items 

False verbal statement 

Bill 301 incorporates false or misleading verbal statements made to a peace officer as a punishable offense under the crime of 

unsworn falsification. 

Under current law. the crime of unswom falsification applies only to written false statements made to public servants as 

punishable and does not include a provision for a person who verbally misleads a public servant performing official duties. 

According to the bill, police officers, customs agents and a range of public servants rely on interview and verbal questioning to 

obtain needed information m the performance of their official duties 

By adding a provision that sets a punishment for verbal unsworn falsifications. Mccreadie said Guam peace officers will have 

the ability to arrest those who verbally mislead them with the mtentofcommitting an action against the welfare of the people of 

Guam 

Internet crime 

The committee will also hear Sen Tommy Morrison's three measures seeking to protect Guam residents from Internet crimes 

Bill 317, the Ant1-Phishing Act punishes individuals who use deceptive means to steal bank account numbers, Social Security 

numbers and passwords through the Internet 

Phishing 1s the act of attempting to acquire information such as usernames. passwords and credit card details by 

masquerading as a trustworthy entity in an electronic communication 

The bill would make phishing a third-degree felony and fine criminals up to $25.000 per violation The bill would also allow 

victims to recover up to $2 million 1n civil damages 



The second measure. Bill 318. The Computer Protection Act would punish individuals who use computers and/or Internet 

connections of others for the purpose of spamming with the intent to deceive or mislead recipients or an electronic mail service 

provider as to the origin of the message. 

The third piece of leg1slat1on. Bill 319. The Computer Spyware Protection Act seeks to punish individuals who. without the 

knowledge or permission of the owner, place spyware on another person's computer. Spyware is used primarily for covertly 

tracking Internet users' movements on the Web and serving pop-up ads to users. 

According to Morrison. the bills are necessary as Guam statute is currently limited in protecting Guam residents from these 

types of crimes 



 

 

April 15, 2014 

 

 

 VIA E-MAIL  

john.rios@bbmr.guam.gov 

 

 

John A. Rios 

Director 

Bureau of Budget & Management Research 

P.O. Box 2950  

Hagåtña, Guam 96910 

 

RE:  Request for Fiscal Notes– Bill Nos. 309-32 (COR), 310-32(LS), 311-32(LS), 

312-32(LS), 313-32(LS), 314-32(LS), 315-32(LS), 

316-32(LS), 317-32(LS), 318-32(LS), 319-32(LS), 

and  320-32(LS)  

 

Hafa Adai Mr. Rios:  

 

Transmitted herewith is a listing of I Mina’trentai Dos na Liheslaturan Guåhan’s 

most recently introduced bills.  Pursuant to 2 GCA §9103, I respectfully request 

the preparation of fiscal notes for the referenced bills. 

 

Si Yu’os ma’åse’ for your attention to this matter. 

 

 

Very Truly Yours, 

 

 
Senator Rory J. Respicio  

Chairperson of the Committee on Rules 

 

 

Attachment (1)  

 

 

Cc: Clerk of the Legislature 
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Bill Nos. Sponsors Title 

309‐32 (COR) 

V.C.Pangelinan  

B. J.F. Cruz 

 

AN ACT TO ADD A NEW SECTION 7 TO CHAPTER I OF PUBLIC LAW 

32‐068 AND TO REPEAL AND RE‐ENACT SECTION 13109(a)(5), CHAPTER 

13, TITLE 2 OF THE GUAM CODE ANNOTATED, RELATIVE TO 

PRIORITIZING THE USES OF ADDITIONAL SECTION 30 REVENUES AND 

TO INCREASE TRANSPARENCY AND ACCOUNTABILITY IN THE 

REPORTING OF SECTION 30 REVENUES TO BE RECEIVED BY THE 

GOVERNMENT OF GUAM. 

310‐32 (LS) FRANK B. AGUON, JR. 

AN ACT TO ADD A NEW §55104, §55104.1, §55104.2, §55104.3 TO 

CHAPTER 55, DIVISION 3, TITLE 10, GUAM CODE 

ANNOTATED; RELATIVE TO THE ESTABLISHMENT OF PHYSICAL 

FITNESS STANDARDS AND POLICIES FOR PUBLIC SAFETY AND LAW 

ENFORCEMENT UNIFORM PERSONNEL; AND SHALL HENCEFORTH BE 

KNOWN AS THE “FIT TO SERVE AND PROTECT ACT OF 2014”. 

311-32 (LS) FRANK B. AGUON, JR. 

AN ACT RELATIVE TO APPROPRIATING THE FUNDS AVAILABLE IN 

THE LIMITED GAMING FUND IN FISCAL YEAR 2013-2014 IN 

ACCORDANCE WITH PUBLIC LAW 32-060.   

312‐32 (LS) FRANK B. AGUON, JR. 

AN ACT RELATIVE TO APPROPRIATING THE FUNDS IN THE GMHA 

HEALTHCARE TRUST AND DEVELOPMENT FUND TO THE GUAM 

MEMORIAL HOSPITAL AUTHORITY 

PURSUANT TO PUBLIC LAW 32‐060; BY AMENDING SUBSECTION “(B)” 

OF §97103, CHAPTER 97, ARTICLE 1, TITLE 10, GUAM 

CODE ANNOTATED.  

313‐32 (LS) 

Brant T. McCreadie 

 V. Anthony Ada  

 Chris M. Dueñas   

  Michael T. Limtiaco 

 Tommy Morrison 

 Aline A. Yamashita,  

Ph.D. 

  FRANK B. AGUON, JR. 

 Dennis G. Rodriguez, Jr. 

AN ACT TO CREATE A NEW ARTICLE 6 TO CHAPTER 90 TITLE 9, GUAM 

CODE ANNOTATED, RELATIVE TO THE 

CONSTRUCTION AND RENOVATION OF THE  DEPARTMENT OF 

CORRECTIONS ADULT CORRECTIONAL FACILITY TO ENSURE THE 

SAFETY OF THE PEOPLE OF GUAM; WHICH 

SHALL COLLECTIVELY BE CITED AS “THE DEPARTMENT OF 

CORRECTIONS CONSTRUCTION INITIATIVE ACT OF 2014”.   

314‐32 (LS) Aline A. Yamashita, Ph.D 

AN ACT TO ADD A NEW CHAPTER 81 TO TITLE 21, GUAM CODE 

ANNOTATED RELATIVE TO CREATING A STREAMLINED AND 

EXPEDITED PROCESS FOR REZONING 

REAL PROPERTY FOR CONSTRUCTING SMALL PROJECTS BY 

PARTIALLY PRIVATIZING THE PROCESS.  

315‐32 (LS) Michael F.Q. San Nicolas 

AN ACT TO APPROPRIATE TWO HUNDRED NINETY‐TWO THOUSAND 

EIGHT HUNDRED DOLLARS ($292,800) TO FUND PROGRAMS FOR 

DRUG AND ALCOHOL TREATMENT 

SERVICES AND EMERGENCY YOUTH SHELTER FOR HOMELESS, 

RUNAWAY, AND ABUSED YOUTH, BY ADDING A NEW §11 TO 

CHAPTER XI OF PUBLIC LAW 32‐068. 



Bill Nos. Sponsors Title 

316-32(LS) Benjamin J.F. Cruz 

AN ACT TO REPEAL AND REENACT §3105, CHAPTER 3 OF TITLE 22 OF 

THE GUAM CODE ANNOTATED RELATIVE TO RESPONSIBLY RAISING 

THE MINIMUM WAGE. 

317-32 (LS) T.A. Morrison 
AN ACT TO ADD A NEW ARTICLE 4 TO CHAPTER 46 OF 9GCA 

RELATIVE TO THE CRIME OF PHISHING. 

318-32 (LS) T.A. Morrison 

AN ACT TO ADD A NEW ARTICLE 5 TO CHAPTER 46, TITLE 9, GUAM 

CODE ANNOTATED RELATIVE TO CREATING THE “COMPUTER 

PROTECTION ACT,” 

319-32 (LS) T.A. Morrison 

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46, TITLE 9, GUAM 

CODE ANNOTATED RELATIVE TO CREATING THE 

“COMPUTER SPYWARE PROTECTION ACT,” 

320‐32 (LS) V.C. Pangelinan 

AN ACT TO ADD A NEW CHAPTER 53 TO DIVISION 2, AND TO ADD A 

NEW SECTION 70134 TO CHAPTER 70, DIVISION 3, TITLE 

11 OF THE GUAM CODE ANNOTATED, RELATIVE THE CREATION OF 

THE GUAM QUALIFIED RETIREMENT PLAN AND TRUST ACT. 

 



 

 

 

April 14, 2014 

 

 

MEMORANDUM 

 

To:  Rennae Meno 

  Clerk of the Legislature 

 

  Attorney Therese M. Terlaje 

  Legislative Legal Counsel 

 

From:  Senator Rory J. Respicio    

  Chairperson of the Committee on Rules 

 

   

Subject: Referral of Bill No. 319-32(LS)  

 

As the Chairperson of the Committee on Rules, I am forwarding my referral of 

Bill No. 319-32(LS). 

 

Please ensure that the subject bill is referred, in my name, to the respective 

committee, as shown on the attachment. I also request that the same be 

forwarded to all members of I Mina’trentai Dos na Liheslaturan Guåhan. 

 

Should you have any questions, please feel free to contact our office at 472-7679. 

 

 

Si Yu’os Ma’åse! 

 

 
Attachment 

 



I !VIINA' TRENT AI DOS NA LIHESLATURAN GUAHAN 
2014 (SECOND) Regular Session 

Bill No. )1~-3J. ~) 

Introduced by: T. A. tv1orrison }.--

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46, 
TITLE 9, GUAM CODE ANNOTATED RELATIVE TO 
CREATING THE "COMPUTER SPYW ARE PROTECTION 
ACT," 

l BE IT ENACTED BY THE PEOPLE OF GUAM: 

2 

3 Section 1. A new Article 3 is added to Cbapter 46 of 9GCA to read: 

4 

5 

6 

7 

"Article 3 

COMPUTER SPYWARE PROTECTION ACT 

8 §46.301. Title. This Act may be cited as the "Computer Spyware Protection Act." 

9 

l 0 §46.302. Legislative Intent. I Liheslaturan Guahan finds that spyware is a problem that 

11 adversely affects nearly every computer connected to the internet. Spyware is a catch-all 

12 term for computer programs that can track computer users' movements online. There are 

I 3 hundreds of programs that range from innocuous "ad-ware," which generates pop-up 

14 advertisements, to more dangerous programs that can record a user's keystrokes to gather 

15 personal information such as credit card numbers and passwords without their knowledge 

16 and forward this information to another entity without the consumer's consent. Spyware is 

17 a serious problem that can create substantial privacy risks, increase the risk of identity 



1 theft, and cause serious degradation to personal and business computers that can cost 

2 millions of dollars in lost productivity. 

3 

4 [t is the intent of I Lihesiatura to protect owners and operators of computers in Guam from 

5 the use of spyware and malware that is deceptively or surreptitiously installed on the 

6 owner's or the operator's computer. 

7 

8 §46.303. Definitions 

9 

l 0 ( 1) "Cause to be copied" means to distribute or transfer computer software, or any 

11 component thereof. Such term shall not include providing: 

12 

13 (a) a transmission, routing, provision of intermediate temporary storage, or 

14 caching of software; 

15 

16 

17 

18 

19 

(b) a storage or hosting medium, such as a compact disk, web site, or 

computer server through which the software was distributed by a third party; 

or 

20 (c). an information location tool, such as a directory, index, reference, 

21 pointer, or hypertext link, through which the user of the computer located 

22 the software. 

23 

24 (2) "Computer software" means a sequence of instructions written in any programming 

25 language that executed on a computer, "Computer software" does not include a data 

26 component of a web page that is not executable independently of the web page. 

27 

2 



l (3) "Computer virus" means a computer program or other set of instructions that is 

2 designed to degrade the performance of or disable a computer or computer network and is 

3 designed to have the ability to replicate itself on other computers or computer networks 

4 without the authorization of the owners of those computers or computer networks. 

5 

6 (4) "Damage" means any significant impairment to the integrity or availability of data, 

7 software, a system, or information. 

8 

9 (5) "Execute," when used with respect to computer software, means the performance of 

10 the functions or the carrying out of the instructions of the computer software. 

l l 

l 2 (6) "Intentionally deceptive" means any of the following: 

13 

14 

15 

16 

l7 

18 

19 

20 

21 

a. An intentionally and materially false or fraudulent statement. 

b. A statement or description that intentionally omits or misrepresents 

material information in order to deceive an owner or operator of a computer. 

c. An intentional and material failure to provide a notice to an owner or 

operator regarding the installation or execution of computer software for the 

purpose of deceiving the owner or operator. 

(7) "Internet" means the global information system that is logically linked together by a 

24 globally unique address space based on the internet protocol (IP), or its subsequent 

25 extensions, and that able to support communications using the transmission control 

26 protocol/internet protocol (TCP/IP) suite, or its subsequent extensions, or other IP

compatible protocols, and that provides, uses, or makes accessible, either publicly or 

3 



l privately, high-level services layered on the communications and related infrastructure 

2 described in this subsection. 

3 

4 (8) "Owner or operator" means the owner or lessee of a computer, or a person using such 

5 computer with the owner or lessee's authorization, but does not include a person who 

6 owned a computer prior to the first retail sale of the computer. 

7 

8 (9) "Message" means a graphical or text communication presented to an authorized user of 

9 a computer. 

10 

l l (I 0) "Person" means any individual, partnership, corporation, limited liability company, 

l 2 or other organization, or any combination thereof. 

13 

l 4 (I l) "Personally identifiable infommtion" means any of the following infonnation if it 

15 allows the entity holding the information to identify the owner or operator of a computer: 

16 

l 7 a. The first name or first initial in combination with the last name. 

18 

19 

20 

21 

22 

24 

25 

26 

27 

28 

b. A home or other physical address including street name. 

c. Personal identification code in conjunction with a password required to 

access an identified account, other than a password, personal identification 

number or other identification number transmitted by an authorized user to 

the issuer of the account or its agent. 

d. Social security number, tax identification number, driver's license number, 

passport number, or any other govemment~issued identification number. 

4 



1 

2 

3 

e. Account balance, overdraft history, or payment history that personally 

identifies an owner or operator of a computer. 

4 §46.304. Prohibitions, Use of Software 

5 It is unlawful for a person who is not an owner or operator of a computer to cause 

6 computer software to be copied on such computer knowingly or with conscious avoidance 

7 of actual knowledge or willfully, and to use such software to do any of the following: 

8 

9 (1) Modify, through intentionally deceptive means, settings of a computer that control any 

10 of the following: 

l l 

12 

13 

14 

15 

16 

17 

18 

19 

20 

a. The web page that appears when an owner or operator launches an Internet 

browser or similar computer software used to access and navigate the 

Internet. 

b. The default provider or web proxy that an owner or operator uses to access 

or search the Internet. 

c. An owner's or an operator's list of bookmarks used to access web pages. 

21 (2) Collect, through intentionally deceptive means, personally identifiable information 

22 through any of the following means: 

24 

26 

27 

a. The use of a keystroke-logging tlmction that records all or substantially all 

keystrokes made by an owner or operator of a computer and transfers that 

information from the computer to another person. 

5 
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5 

6 

7 

8 

9 

10 

1 l 

12 

13 

14 

b. In a manner that correlates personally identifiable information with data 

regarding all or substantially all of the Web sites visited by an owner or 

operator, other than Web sites operated by the person providing such 

software, if the computer software was installed in a manner designed to 

conceal from all authorized users of the computer the fact that the software is 

being installed .. 

c. By extracting from the hard drive of an owner's or an operator's computer, 

an owner's or an operator's social security number, tax identification number, 

driver's license number, passport number, any other government-issued 

identification number, account balances, or overdraft history for a purpose 

unrelated to any of the purposes of the software or service described to an 

authorized user. 

15 (3) Prevent, through intentionally deceptive means, an owner's or an operator's reasonable 

16 efforts to block the installation of or execution of, or to disable, computer software by 

l 7 causing computer software that the owner or operator has properly removed or disabled to 

l 8 automatically reinstall or reactivate on the computer without the authorization of an 

19 authorized user. 

20 

21 ( 4) Intentionally misrepresent that computer software will be uninstalled or disabled by an 

22 owner's or an operator's action. 

23 

24 (5) Through intentionally deceptive means, remove, disable, or render inoperative 

security, antispyware, or antivirus computer software installed on an owner's or an 

26 operator's computer. 

27 

28 ( 6) Enable use of an owner's or an operator's computer to do any of the following: 

6 



1 

2 a. Accessing or using a modem or Internet service for the purpose of causing 

3 damage to an owner's or an operator's computer or causing an owner or 

4 operator , or a third party affected by such conduct to incur financial charges 

5 for a service that the o\Vner or operator did not authorize. 

6 

7 b. Opening multiple, sequential, stand-alone messages in an owner's or an 

8 operator's computer without the authorization of an owner or operator and 

9 with knowledge that a reasonable computer user could not close the messages 

10 without turning off the computer or closing the software application in which 

11 the messages appear; provided that this paragraph shall not apply to 

12 communications originated by the computer's operating system, originated 

13 by a software application that the user chooses to activate, originated by a 

14 service provider that the user chooses to use, or presented for any of the 

15 purposes described in §46.306. 

16 

17 c. Transmitting or relaying commercial electronic mail or a computer virus 

18 from the computer, where the transmission or relaying is initiated by a person 

19 other than the authorized user and without the authorization of an authorized 

20 user. 

21 

22 (7) Modify any of the foliowing settings related the computer's access to, or use o( the 

23 Internet: 

24 

26 

27 

28 

a. Settings that protect information about an owner or operator for the 

purpose of taking personally identifiable information of the owner or 

operator. 

7 
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3 

4 

5 

b. Security settings for the purpose of causing damage to a computer. 

c. Settings that protect the computer from the uses identified in subsection (6) 

of this section. 

6 (8) Prevent, without the authorization of an owner or operator, an owner's or an operator's 

7 reasonable efforts to block the installation ot: or to disable, computer software by doing 

8 any of the following: 

9 

10 

l l 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

24 

25 

26 

27 

28 

a. Presenting the owner or operator with an option to decline installation of 

computer software with knowledge that, when the option is selected by the 

authorized user, the installation nevertheless proceeds. 

b Falsely representing that computer software has been disabled. 

c. Requiring in an intentionally deceptive manner the user to access the 

Internet to remove the software with knowledge or reckless disregard of the 

fact that the software frequently operates in a manner that prevents the user 

from accessing the Internet. 

d. Changing the name, location or other designation information of the 

software for the purpose of preventing an authorized user from locating the 

software to remove iL 

e. Using randomized or intentionally deceptive filenames, directory folders, 

formats, or registry entries for the purpose of avoiding detection and removal 

of the software by an authorized user. 

8 



1 [ Causing the installation of software in a particular computer directory or 

2 computer memory for the purpose of evading authorized users' attempts to 

3 remove the software from the computer; 

4 

5 g. Requiring, without the authority of the ovmer of the computer, that an 

6 authorized user obtain a special code or download software from a third party 

7 to uninstall the software. 

8 

9 §46.305. Other Prohibitions 

10 It is unlawful for a person who is not an owner or operator of a computer to do any of the 

11 following with regard to the computer: 

12 

13 ( 1) Induce an owner or operator to install a computer software component onto the 

14 owner's or the operator's computer by intentionally misrepresenting that installing 

15 computer software is necessary for security or privacy reasons or in order to open, view, 

16 or play a particular type of content. 

17 

18 (2) Using intentionally deceptive means to cause the execution of a computer software 

19 component with the intent of causing the computer to use such component in a manner 

20 that violates any other provision of this Article. 

21 

22 §46.306. Exceptions 

23 §§46.304 and 46.305 shall not apply to the monitoring of, or interaction with, an owner's 

24 or an operator's Internet or other network connection, service, or computer, by a 

25 telecommunications carrier, cable operator, computer hardware or software provider, or 

26 provider of information service or interactive computer service for network or computer 

27 security purposes, diagnostics, technical support, maintenance, repair, network 

28 management, authorized updates of computer software or system firmware, authorized 

9 



1 remote system management, or detection or prevention of the unauthorized use of or 

2 fraudulent or other illegal activities in connection with a network, service, or computer 

3 software, including scanning for and removing computer software prescribed under this 

4 Article. 

5 

6 §46.307. Remedies 

7 ( l) The attorney general, an Internet service provider or software company that expends 

8 resources in good faith assisting authorized users harmed by a violation of this Article, or 

9 a trademark owner whose mark is used to deceive authorized users in violation of this 

I 0 Article, may bring a civil action against a person who violates any provision of this 

l l Article to recover actual damages, liquidated damages of at least one thousand dollars per 

12 violation of this Article, not to exceed one million dol.lars for a pattern or practice of such 

13 violations, attorney fees, and costs. 

14 

15 (2) The court may increase a damage award to an amount equal to not more than three 

16 times the amount otherwise recoverable under subsection I if the court determines that the 

17 defendant committed the violation willfully and knowingly. 

t8 

19 (3) The comt may reduce liquidated damages recoverable under subsection l, to a 

20 minimum of one hundred dollars, not to exceed one hundred thousand dollars for each 

2 l violation if the court finds that the defendant established and implemented practices and 

procedures reasonably designed to prevent a violation of this Article. 

23 

24 ( 4) In the case of a violation of §46.304( 6)a. that causes a telecommunications carrier or 

25 provider of voice over internet protocol service to incur costs for the origination, 

26 transport, or termination of a call triggered using the modem or Internet-capable device of 

27 a customer of such telecommunications caiTier or provider as a result of such violation, 

10 



l the telecommunications carrier may bring a civil action against the violator to recover any 

2 or all of the following~ 

3 a. the charges such carrier or provider is obligated to pay to another carrier or 

4 to an information service provider as a result of the violation, including but 

5 not limited to charges for the origination, transport or termination of the call; 

6 

7 

8 

9 

10 

ll 

12 

13 

b. costs of handling customer inquiries or complaints with respect to amounts 

billed for such calls; 

c. costs and a reasonable attorneys' fee; and 

d. an order to enjoin the violation. 

14 (5) For purposes of a civil action under paragraphs (I), (2) and (3) any single action or 

15 conduct that violates more than one paragraph of this Article shall be considered multiple 

16 violations based on the number of such paragraphs violated. 

17 

18 §46.308. Good Samaritan 

19 ( l ) No provider of computer software or of an interactive computer service may be held 

20 liable for identitying, naming, removing, disabling, or otherwise affecting a computer 

21 program through any action voluntarily undertaken, or service provided, where the 

22 provider: 

23 

24 

25 

26 

27 

a. Intends to identify accurately, prevent the installation or execution ot: 

remove, or disable another computer program on a computer of a customer of 

such provider; and 

l I 



I 

2 

3 

b. Reasonably believes the computer program exhibits behavior that violates 

this act; and 

4 c. Notifies the authorized user and obtains clear and conspicuous consent 

5 before undertaking such action or providing such service. 

6 

7 (2) A provider of computer software or interactive computer service 1s entitled to 

8 protection under this section only if such provider: 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

a. Has established internal practices and procedures to evaluate computer 

programs reasonably designed to determine whether or not a computer 

program exhibits behavior that violates this act; and 

b. Has established a process for managing disputes and inquiries regarding 

misclassification or false positive identifications of computer programs. 

Nothing in this section is intended to limit the ability of the Attorney General, 

or a district attorney to bring an action against a provider of computer 

software or of an interactive computer service. 
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